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Having recently spent a couple of years living and working in Australia, I 
have had the opportunity to be directly involved in some major Australian 
digital Control, Command and Signalling (CCS) projects. From this 
experience and my continuing support for other Australian projects, it is 
clear to me that although Australia is not at the forefront of digital CCS 
product design, the Australian rail industry is very much at the forefront 
of digital CCS technology deployment.   

Georgina Hartwell, from WSP in Australia, will be speaking at the ERTMS 
& ETCS: The Future of railway Signalling Conference on the 1 July. 
Georgina‘s presentation will explore “The evolution of digital technologies 
and how they are unlocking rail projects in Australia”. 
 
As an introduction to Georgina’s 
presentation, this short article is 
intended to provide some context 
and observations regarding 
Australia’s digital train control 
journey from the perspective of 
someone who has also been 
actively involved in Europe’s digital 
CCS journey from the mid-90s.  
 
 
Growing appetite for rail and digital technology 
Rail transportation is undergoing somewhat of a renaissance in Australia.  This is evident from the Australian 
government’s Infrastructure Priority List 2020.  The expectation is that infrastructure projects should be 
prioritised on their evidence-based contribution to improving the quality of life of all Australians. The 
Infrastructure Priority List identifies over forty rail projects and initiatives, highlighting the growing importance 
of continued investment in rail to Australia’s prosperity and growth.  
 
Conventional signalling technologies using lineside signals have been the cornerstone of the success of 
railways worldwide for generations, ensuring a safe and reliable services and Australia is no exception.  Multi-
aspect colour light signalling has changed very little over the last hundred years, the longevity of this approach 
is testimony to the talent of the engineers who first developed the concepts and introduced the technology. 
However, the clear consensus across the Australian rail industry (and the majority of the global rail industry) is 
that conventional technology can no longer meet the competing demands of a modern transport system. 
These are the demands for more train paths, to increase line capacity, more connections, reduced journey 
times, increased flexibility, safer journey, enhanced performance, increased availability, improved 
resilience/recovery, reduced maintenance costs, reduced energy costs, reduced staffing costs and so on.  
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The Australian rail industry has recognised that these demands present a tremendous opportunity to embrace 
and continue to deploy the latest and emerging digital train control technologies to improve Australia’s rail 
capability and competitiveness. This applies equally to existing networks, extensions and new lines and to both 
metro and mainline applications and critically to the Australian economy, heavy-haul mine railways.  
 
Flexible rail regulation  
When it comes to realising innovation, Australia’s co regulatory approach to rail regulation offers significant 
advantages over many other countries with more prescriptive regulatory regimes. This regulatory flexibility, 
carefully exercised by ONRSR (Office of the National Rail Safety Regulator), has enabled a number of world 
firsts in operational train control innovation. Most notably, two mining applications in Western Australia that 
push the boundaries of ETCS Level 2, Rio Tinto’s fully automated (GoA4) railway, the so-called world’s longest 
robot, and the Roy Hill application using virtual balises enabled by satellite positioning.   
 
Although, GoA4 metros are becoming quite common, a significant, number of well-known international 
metros have systems capable of operating in GoA3 and GoA4. However, these are operated at GoA2, due in 
the main, to the organisational and regulatory obstacles being viewed as ‘too difficult’.   
 
In this context, another significant 
Australian success has been the 
introduction of Australia’s first fully 
automated metro. Unlike many other 
complex mass-transit systems, Sydney 
Metro Northwest has achieved the 
intended capability and was brought 
into operational service on time and 
reportedly under budget.  
 
Vertically integrated track and trains 
Australian railways are on the whole vertically integrated, with track and trains managed by one parent 
organisation or have limited train operators running on the infrastructure operated by another party. This 
simplifies coordination and organisational boundaries. This is advantageous to digital train control projects 
where the systems are characterised by having significant on-board and trackside subsystems.  It is also 
critically important to co-ordinate trackside and on-board fitments. 
 
Opportunity to learn from international digital CCS programmes 
Australian digital CCS projects are benefiting from the opportunity to apply the lessons learnt from the 
experience provided from earlier or ongoing international projects, particular the slow and protracted 
deployment across the European rail network. 
 
Onboard and fleet fitment 
The largescale rollout of ERTMS/ETCS in Europe and elsewhere has highlighted two significant challenges when 
introducing this technology to existing networks, which has held back ERTMS/ETCS deployment and/or 
benefits realisation.  
 
The first is the vehicle retrofitting bottleneck for the installation of ETCS onboard units. Retrofitting is 
expensive, complicated and time intensive. In particular, for older train classes, these have often been 
modified or have outdated traction and control systems or have limited space. Each fitment can end up being 
bespoke. The second is the need for complete fleet fitment of all trains that may use a particular route.  This is 
required to fully realise the benefits of cab-signalling where all trains must be fitted to enable the removal of 
lineside signals and to deliver both the associated performance improvements and cost savings.  A major issue 
for large mixed traffic railways has been that many rail freight businesses operate on the basis that they may 
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use any of their freight locomotives on any of their routes. This can lead to very large and complex vehicle 
fitment programmes.  Where vehicle fitment is undertaken over a long period this necessitate a migration 
state where the infrastructure is capable but not all vehicles are fitted limiting the benefits and undermining 
the business case. 
 
When specifying new rolling stock and given the long-life of rolling stock, provision for digital train control 
fitment should always be considered, even if fitment is not planned in the near-term. It is also highly beneficial 
if the introduction of new rolling stock can be aligned with infrastructure, renewal of life expired signalling or 
upgrade plans.  In some railway administrations, early renewal of either infrastructure and/or rolling stock has 
been a key to the strategy for earlier realisation of the benefits of digital train control.  
 
The structure of the Australian rail network in general reduces the organisational and geographic complexities 
for ETCS rollout that has been experienced in Europe.  
 
Integration facility and trial site or test track  
A major lesson from a number of high-
profile projects is the need for a Trial Site 
or Test Track, even when the particular 
digital train control products have a 
proven record on other networks. This is 
borne out by the success of projects that 
have included an integration facility and 
trial site or test track and difficulties 
faced by those that have not.  This is of 
particular importance when introducing 
innovations and/or unproven interfaces.  
In this case, a test lab and integration 
facility should also be adopted.  Many 
major projects in Australia have been 
planned from day one with careful 
consideration given to System 
Integration supported by the progressive 
use of integration and test/trial facilities.  
 
Challenges faced by the RTOs (Rail Transport Operators)  
In Australia those managing railway operations must be an accredited RTO (Rail Transport Operator).  The 
purpose of accreditation by ONRSR is to demonstrate that the RTO has the competence and capacity to 
manage safety risks associated with its railway operations by implementing its safety management system and 
to safely manage changes to its operations.  
 
An accredited RTO proposing changes to their operations is required to submit a variation to their 
accreditation. The significance of the changes faced by an organisation brought about by the introduction of 
digital train control are very often underestimated. 
 
The introduction of digital train control should never be considered, simply as the introduction of just another 
piece of technology.  It should be managed as a significant Business Change covering readiness for technical, 
operational, organisational and role changes with all the communication and consultation associated with a 
significant Business Change/Readiness to manage individual anxieties and the natural tendency towards 
resisting change. 
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Key to readiness is developing and implementing training and competency frameworks.  In terms of Operation 
& Maintenance (O&M), service introduction can be delayed or limited because sufficient numbers of staff have 
not been trained and or competency cannot be demonstrated.  A precursor to successful training and 
competency is the development of documentation, standards and procedures, that define how the system will 
be operated and maintained.   
 
Australian operators who are introducing new technology have begun to recognise the importance of 
proactive workstreams to manage transformational change covering key areas such as Operational Readiness 
and Business Readiness.  This includes the early participation from all stakeholders to ensure they are brought 
along on the journey rather than having technology imposed upon them. 

 
Data management 
Digital train control technologies are data driven connected systems.  This data could be dynamic or static 
including data related to configuration, geography, real time operational status, condition, and performance. 
Many organisations are not experienced in capturing or managing safety critical or safety related data or 
condition and performance data and will need to develop processes and skills for data management. Again, 
Australian operators are learning from the difficulties experienced by the early adopters and are engaging with 
experts in this field. 
 
Cyber Security  
As with all digital systems, it is the data and connectivity that deliver many of the advantages and benefits of 
digital train control technologies. Unfortunately, this opens up the system to potential vulnerabilities that 
could be exploited in a Cyber Attack. Cyber Security has to be a fundamental consideration for both the IT 
(Information Technology) and OT (Operational Technology) environments; this again requires expertise not 
traditionally found in a railway organisation. With increasing connectivity of critical infrastructure, these OT 
environments are becoming increasing susceptible to the kinds of attacks more commonly experienced in IT 
environments and are becoming the targets of more sophisticated threat actors. Traditional defences based 
around perimeter protection (firewalls, rules and patching etc.) are no longer sufficient.  As a minimum, it is 
becoming critical to have an Intrusion Detection System throughout the OT system and some form of 
monitoring and response. When designing systems, we need to consider Secure by Design as well as Safe by 
Design and manage Security Related Application Conditions as well as the customary Safety Related 
Application Conditions.  This leads to two concepts; ‘Perimeter Protection and Intrusion Detection’ for the 
current generation of digital train control systems and ‘Defence in Depth’ for future train control solutions 
with inherent Cyber Security functions.  
 



 

Many Australian operators are now ensuring that Cyber Security expertise is a fundamental element and 
embedded within their digital CCS projects and capability.  
Radio communications technology  
A significant challenge for digital CCS is the rapidly changing radio 
communications technology.  The key challenges are the 
obsolescence of GSM-R, the security of the inevitable move to a 
fully IP architecture and the allocation of spectrum. For 
interoperable ETCS solutions, the successor to GSM-R will be the 
Future Railway Mobile Communication System (FRMCS).  The 
current objective is to have an FRMCS demonstrator ready in 2023 
and to conduct the first national trials by the end of 2024 with 
subsequent widespread rollout from 2025.   
 
Australian railways who are implementing in an earlier timeframe 
need to carefully consider their approach to communications and as 
appropriate migration. At the moment, it is anticipated that supply 
industry will support GSM-R until 2030.  
 
A thirst for automation 
The Australian rail industry has recognised and welcomed the 
efficiency and performance benefits of automation. Automatic Train 
Operation (ATO) is therefore becoming a key element of the next 
generation of signalling technology for both passenger and freight 
operators across Australia.  
 
ATO at GoA2 using ATO over ETCS (AoE) will be introduced to the 
suburban railway in Sydney as part of the Digital Systems 
Programme. The initial application will be on the Illawarra line 
between Bondi Junction and Cronulla. Further rollout will be 
prioritised to support the ‘More Trains, More Services’ initiative. In 
Brisbane the Cross River Rail project is even more ambitious.  This 
will be the world’s first application of AoE to include Platform 
Screen Doors (PSD) and automatic dispatch. Melbourne and Perth 
are also planning to introduce GoA2 systems using CBTC technology. 
 
This is all in addition to Rio Tinto’s remarkable fully automated (GoA4) railway on an open network. This quest 
for automation is also shared by other miners. Further projects are underway to deliver moving block GoA4 
heavy-haul infrastructure over the next few years.  In the very near future, the Australian rail industry will be 
pioneering autonomous trains and advanced technology using artificial intelligence.   
 
Application and operational standardisation 
What is not happening across Australia at the moment is any concerted effort to achieve application and 
operational standardisation of digital train control solutions.  The Command Control and Signalling (CCS) 
Technical Specification for Interoperability (TSI) that defines the specifications for ERTMS/ETCS provides the 
technical basis for standardisation. However, this provides considerable flexibility in terms of the application 
and operational design. Although this flexibility is useful and necessary to support the needs and preferences 
of different railway administrations, usual a national railway.   It does allow and has led to significant 
divergence in ETCS deployments. The application arrangements are usual a compromise between the rail 
administrations preferences (or their advisors) and the capabilities of the technology suppliers’ products and 
their other completed or ongoing projects (re use). Europe has also struggled to create harmonised 
operational rules, particularly because each European railway has a long and proud history and have deeply 
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ingrained practices. The scope of the European Operating Rules has been scaled back to the fundamentals to 
support interoperability.  
 
Recognising that there will always be the need for some tailoring the Australian rail industry has the 
opportunity to drive design and operational efficiencies through standardising application rules and 
operational rules leading to common practices and the ability to have standard specifications and nationally 
recognised competencies.  It is hugely inefficient for each railway organisation to develop their own 
application and operational rules and consequentially parochial practices and training requirements leading to 
varying degrees of divergence.  
 
Key areas for consideration in terms of a harmonised approach for ETCS include National Values, the 
assignment of values to ETCS variables and Key Management. In order to gain alignment the relevant 
Operational Scenarios need to be consolidated and documented in a complete and unambiguous Operational 
Concept to inform and establish the Operational Rules and Procedures and hence the supporting technical 
configurations and parameters, defined in the Technical Standards, Rules and Procedures.    In addition to the 
efforts for harmonisation in Europe the GCC (Gulf Cooperation Council) have been working to harmonise their 
application of ETCS to support the GCC Railway project that will connect all six GCC Countries. Australia could 
consider similar initiatives. 
 

 

About the author: 
David is a Chartered Professional Engineer and Fellow of Engineers Australia with over twenty-five years’ UK and 
international railway systems engineering experience.  David has a proven track record in leading the delivery of 
Train Control and Systems Engineering for Major Programmes from Concept through to Entry into Service and 
subsequently O&M, including both brownfield and greenfield projects and for low and high frequency services. He 
is experienced in a broad range of CCS systems and related standards/specifications and has a wealth of 
experience across high speed, conventional rail, heavy haul and mass transit.  
 

David’s specialism is transmission-based signalling, in particular ETCS and CBTC.  He has been directly involved in the development of 
the ETCS specifications, including as a National Expert within the ERTMS Users Group and is acknowledged as an industry expert and 
thought leader in Digital Train Control and enabling technologies. He recently acted as the Independent Certifier for the fully 
automated (GoA4) Sydney Metro project and led the ETCS Level 2 Technical Adviser team for the Brisbane Cross River Rail project 
(GoA2).  He is particularly experienced in managing stakeholder requirements, supporting technology driven transformational change 
and leading the introduction of innovative solutions, leading edge technologies or applying technologies to a new context. 
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