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El escrutinio de
seguridad en HE sigue
igual... pero con
algunas novedades!




Main novelties

» Legal basis in HE Regulation (
is not only a necessity, but also

Ar

&Jegal obligation!

‘
‘;

» Standardised process for all activities in HE.

proposals.

| updated set of guidance material.

Cuestionario en la parte-A de
todas las propuestas, asi como
una seccion dedicada en la parte-
B, solamente si respondes “YES”
en alguna preguntal!

HORIZON-CL3-

ecurity issues in research proposals

» Security Self-assessment by the applicants in the proposal template for all HE

2021-FCT-01-02: Lawfuol inferception using mew and emerging

technologies (5G & bevond, quantum computing and encryption)

Spedific conditions

Expected EU The Commission estimates that an EU confribution of around EUE. 5.00

coniribution per | million would allow these outcomes to be addressed appropriztely.

praject MNonetheless, this does not preclude submission and selection of a proposal
requesting different amounts.

Indicative The total indicative ndget for the topic is EUR. 5.00 million.

Budger

Tipe qf Action Feesearch and Innovation Actions

Eligibulity The conditions are desciibed in General Annex B. The following

conditions exceptons apply:

The following additional eligibility conditions spply:

This topic requires the active involvement, as beneficiaries, of at least 3
Folice Authorifies'® fom at least 3 different EU Member States o
Associated countries. For these participants, applicants must fill in the
table “Eligibility information about practitioners” in the application form
with all the requested informaton, following the template provided in the
submission IT tool.

L B B N N §B §B §B N §B &N B N N B N N N §N |}
Some activities, resulting from this topic, may iovolve using classifed
backzround and'or producing of security sensifive results (EUCI and
SEMN). Please refer to the related provisions in section B Semnty — EU
classified and sensitive information of the General Anmexes.

Technalagy
Readmess Level

Activities are ExpectedmarjuetETR_L ‘-d b} ﬂJ.e en.doftheprl:uect =)
General Annex B.

\--



Security Appraisal in HE: overview of the process

The Security Appraisal Procedure concerns all activities funded under Horizon
Europe and includes three main steps:

1.

The Security Self-assessment by the Applicant — all proposals; 2 Se debe
completar part-A & part-B de la template!

The Security Review by the granting authority, the Commission and national
security experts- a selection of proposals; - Para los topics de Cluster-3 &
topics de Space the Cluster-4; asi como para cualquier otro topic en los
gue haya una duda potencial! = Proceso posterior _a la evaluacion
técnicay se realiza en paralelo a la revision ética.

The Security Checks, by the Commission or the relevant funding body,
where appropriate, during or after the life of the project. = Comprovacién
del cumplimiento de todas las condiciones para manejo de informacion
sensible y posibilidad de hacer modificiaciones en la clasificacion, si
necesario!

Possibility to flag a topic as security sensitive in the Work Programme
influences the routing of the process (p.e., delays in the GA signature). At
present, the security sensitive topics are from the Civil Security, ICT related
topics (p.e. quantum) and the some space calls.



Security Appraisal in HE: overview of the process

ESR & Grant preparation
Invitation letters

Call Grant
Deadline Signature
Evaluated Ranked Project ends

|
Grant Project |
preparation Duration |
| I
< > iH—»—---b C—  —
Security Pre-screening Security Security
! .
Self-assessment : | e -> ;Tk;k Audits
i i Screening udrt
|
i i G e e e e e e >
; : Security
; : Scrutiny
- >
i Security Review
|
i
:t >

Security Appraisal Scheme
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Recordemos codmo es el proceso de evaluacion...

Envio de la
Propuesta

Eligibilidad
i eligible

‘ Comprobacion

I 1. Evaluacidén Individual I
No eligible: i
exclusion 2. Reunion del
No supera Grupo de Consenso
umbrales Informe de Si supera
Consenso umbrales
CR+ESR I 3. Panel de Evaluation I
ESR i
I Lista Prioritaria Fj{ewsmns idad
Etica
Decisiéon de la i & Jggurida
Comision
l Decisién de la Comisién I Informe
v

” ! !
t-------- Lista de Reserva  ---pJ Start grant preparation
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Overview of the process: Security Self-assessment

The Security Issues Table (part-A) includes 3 main questions:

* Involvement of information/materials requiring protection against
unauthorised disclosure (classified information) and participation of non-
EU countries.

= Potential for misuse of results.

= National security restrictions or other security issues that should be
taken into consideration.

Si la respuesta es “YES” en alguna de las preguntas = When preparing a
proposal, under a security sensitive topic, the applicant is also required to
complete a Security Section in part-B with more information on specific security
issues. Information and guidance can be found in the Security Section template.

Attention: The proposals must not contain classified information (the IT tool
does NOT allow applicants to include classified information in a proposal).

E 3 [N
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Overview of the process: Security Self-assessment

HE proposals will contain a Security Issues Table, mandatory for all applicants in Part-A.
Information and guidance can be found in the How to handle security-sensitive projects.

P R S i
ecuny 1ssues fable

1. EU classified information (EUCI)? Page

Does this activity involve information andfor materals requiring protection against unawthorised " Yes (' No
disclosure (EUCI)?

If YES: Is the activity going to use classified information as bachgruund:' information? (™ ¥es " No

Is the activity going to generate EU classified fCIr'EQr'ﬂI...II'Id4 information as resulis? I Yes ' Mo

Dipes this activity invohe non-EU countries? " Yes £ No

If YES: Do participants from non-EU countries need to have access to EUCI? ™ Yes (' No

Do the non-EU countries concerned have a security of information agreement with ™ Yes £ No

the EU
2. MISUSE -4 O Page
o . . (™ Yes (" No
Dipes this activity hawve the potential for misuse of results™
Does the activity provide knowledge, materals and technologies that could be T Yes (T Mo

channelled inio crime andfor terronsm?
If YES:

Could the activity result in the development of chemical, biological, radiological or ™ Yes (" No
nuclear (CBRN) weaponsand the means for their delivery?

3. OTHER SECURITY IS5U v Page

A
Does this activity involve information and/or materials subject to national security restricions? | (™ ves 7 Mo ;_ﬁ;{ o v BDT'
a . EINNCVACION

if yes, please specifys{MaSimum number of characters allowed: 1000 @CDTloficial



https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf

Ejemplo real de si larespuesta es “YES” en alguna de las preguntas en la parte-A...
Administrative forms

proposalin. 101070xxx
acomym FANTASTIC

Security issues table

1. EU Classified Information (ELICTE

Dioes this activity involve information and/'or materials requiring protection against

unauthorised disckosure (EUCI? @Yes (ONa
Is the activity going to use classified information as background? information? (" Yes (" No
Is the activity gaing to generate EU classified foreground® information as result? (®Yes (O No
Dioes this activity involve non-EU countries? " Yes (" No
Do participants from non-EU countries need to have access to EUCI? (¥ Yez (T HNo
Elj-?the non-EL countries concernad have a security of information agreement with the @ Yes (" No .
Dioes this activity have the potential for misuse of results? (¥ Yes (" No 14
Eﬁ::szlz;?mr?;ﬁnzgﬂ.:ﬁg;ﬂam rials and technologies that could be @ Yes ( No 14
Could the activity result in the development of chemical, biclogical, radiclogical or Yes (& No

nuclear ({CBRN) weapons and the means for their delivery?

3. Other Security Issues Page

Dioes this activity involve information and/or materials subject to national security restrictions? CYes @ No
i yes, please specifys (Maximum number of characters allowed: 1000)

Are there any other security issues that should be taken into consideration?

i yes, please specifys (Maximum number of characters allowed: 1000) OYes @Na

IAcn\:n:Iing to the Commission Decision (FL, Euratom] 2015444 of 13 March 201 5 on the sscunty nules for protecting EU classifi=d information, “Eurcpean Union
classified information (LA} means any information or material designated by an EU security classification, the unauthorised disclasure of which could cause varying
degrees of prejudice to the interests of the European Union or of one or more of the Member States”.

I lnzsified background irformation is information that is already dassified by a country andfor international coganisation andf'or the B and is going to be used by the

project. In this case, the project must have in advance the authorsation from the onginator of the classified information, whidh is the entity (EU institution, BL Membser A

Siate, third state or inbemational organisation ) under whose authority the classified information has been generated. b 4 peme 'J EDT'
EINNGVACION

l1'E|..' clssified foreground information is informetion {documents/delive mbles/materials) planned to be generated by the project and that needs to be protecied from S

unauthorised disclosure. The anginator of the EUC] gererated by the project is the Furopean Commission

@CDTloficial



... Entonces debes rellenar la Security Section en la parte-B

Horizon Europe Programme

Proposal Template (Part B)

Security Section

Werzion 1.4

16 Jure 3021

HORIZONTE

EUROPA

@HorizonteEuropa

Divisién de

Programas de la UE

il HORT (0L ] 50 = inrdiisd cpbebruanariny B
wrmr Agplboatior fses Farr il Sarurinyl WL 8 - BEOE W11

INPORTANT MOTICE

This Security Section must be completed in sccondance: with the: muidance How to hande seourity-
sarsitive projects and Ciassification of information in Horzon Europe projerts.

It part of your Application Form, this section must be pre<fillsd sireacy at proposal stage [nok
counted towards the page-imit). If not part of the Application Foem, it will be: provided to you during
grant preperation.

I will than become part of your Grant Asresment (in Anrex 1, Descrigtion of Arfon] and will bacome
binding.

F. Do MOT calate sy taxt Al the subsactions should remain, but merked s not appictie
Rk relevant for your projact.

HIETORY OF CHAMGES
- Fublication
Wiersson Ohanges:
date
10 0 R © Ikl e
11 L6056 3021 = Formasing and aligremeni sith cther sscufty guidancs
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1. Summmany of the project security Exses

After piving cuse considerstion to Horizon Europe suidsnce for Securiy aspects for considening
mur-tmrﬂ'r'mnl'cd miabtars, CROSS00M has mace the assessment thet it wal BOT:

MMmMr:tn:nﬂm'smlﬂfmmht:dbmﬁm:dbh:tﬂnﬂﬁu

e —

2. Sensitee information with security recommendation
el e

It your project

fill in the Sensitive information with security necommendation” table belos.

Caz

]

B

ﬁm“mmﬂsm.

n:| imimmmm@ﬁmm#mmzum

? mumw[ﬁm:;mum“m mountries;

rl] |mma|mwmmwmmmmrumm

1 mmmwmmhmpmm,mmuuun

3 mmuwmummmmummmqmﬂ

.Entonces debes rellenar la Security Section en la parte-B, que

consta de 3 sub-secciones...

(e

mmnnrmmarmrmn:{nﬂlmnmmusnmrﬁwsuum‘
rarterials, methods, m:mﬁummq:mmun:mmmrmmm

purpases];

L
——)
inwsibems: cansitive irl'nn'u:imrur.l'rinﬁlini‘t:ﬂ dissamination dus to su:l.rf’bfmmu,

In principie, third parties, ie outside the mnsortium and the pranting authority, should have
N0 aooess to sensitive deliverables with security recommendation.

Howeser, when it is Enown in acvanc: et & specific pre-Gigentified group of
mpmﬁmp:mﬂmmb&ﬂmmwmwﬂmwh
table

iﬁpmldhﬁwﬂ'ﬁmﬂy rl'n:q.uh:d.

Irforration with seCurity recommencation’ aDie may be modified throughout

ﬂtlﬂ:dﬂanﬂctkynuﬁﬁmmb:h:m_ﬁ[mﬂlh:mmm
Epprovel of the granting sshority.

reasons &g, inkelectual property or commendal saoets, sto).

Number and name of | Name of lemd | Dete of production Name of entity
the gejiverabiz participant authorsesd for
BooEss

Ll ORI C LS 000 TS0 — inrasisd spbaruanrioy B2

o O DR D
(‘in.—mlmim -N

IF your project nmmmmmmﬁlﬁdnmm il |nl:he5.lermﬂe|1benw
mocondine to seqwity nequirements. Consult the suidence Clacsificstion of
information in Horizon Europs: projects.

L mwmmdﬂmmmmm with ror-EL Countries and/or

intemational , in rmse Derefidares from thess countries o intermaonal
aﬁmtm:upu'bupuummep-npd.
I rebovant, inssrt in point & of the SAL the mﬁmnuﬂmtmmhhn‘lrbrm

Ci=arance || end in point 7, the benefidaries that must obtain & Fersonnel Security
{Clearance

) mimfnmmng:m[mrnuﬁpﬁnndﬁcﬁun]dﬂumpﬂumh
m*,fumﬂwnnﬁﬁmﬁuumhsumm.

SECURITY ASPECTS LETTER
Thiz secuwity aspects letter (SAL) is an integral part of the decsfied grack agreement and
describes grant agresment security requinsments. Failurs to mest these: requirements

many constitute sufficient grounds for the grant azresment to be termingtes.

The beneficiaries must with the minimum standards as iaid down in the Commission
Dacizion {EI.I, m}md 13 March 2045 [hﬂ'uﬂ'l:r Daummﬁmj o e
mmummmmmmﬁmmimmm.
Without pmli.nil:: o Decsion 349448 and its |n'qﬂ:'rutl'5 rules, the bereficanes should
Tollora the lstest wersion of the Horizon Europe Programme: Security instruction and cmy out
their respornsibilities acoording to this dooument.

[T opplicagiac]

Thebend‘i\:iarigrrumumn:nulllwim[_;l

m'snmn'h

mmn-nfwmnmm
WWMWMWWHMmeqm
vamngmmﬂmnwymammmmmequﬂ
Novembar 2005, oF wail o3 i impiamenting arongemants.
mmmwwmmmnMWm
an'mmprn‘wnﬂnngnu_rcmﬁnd wmmmzmnm
fi B Counai Dacision 2 qumg‘muwﬂﬂbwm
-mwmqumwmmummmmm}-
provemiunes for the exchange of dassified information, signed on 12 fune 2006, ox attnched to
Deoison 006457,

e Council ,'Wﬁfllmm uswﬂn.:nsrrn;ummnng
ITaNGEmENLs.

Wmm Liniow and kvow! on _;I'Nﬂ’l‘
chﬂmﬁnﬂ WMHMEMBMML&EMW

WWIEMMﬂMM.ﬁme
- The Agreement bafween the Europcan Linfon and e Princnolity of Lisovionsioin on secuniy

2



.Entonces debes rellenar la Security Section en la parte-B, que
consta de 3 sub-secciones...

ol HORD-CLE A D504 — incrasasd cpbebruacurioy 2131 Ll RO O 0 50 — e d cpbetruanurioy B

impact of inddents amocisbed with the handing and storgs of UL The bensficary or
subcontractor mest infonm the sranting authority of its BOP.

Comments on The need-to-inow, purpose of the socess and planned use for ‘Reader only’
rntpdwﬂ:nl:ru‘s.l'rrmn'arﬂt of the aco=ss to the dassified deliverable and the
plamned use. In case nrlu'rht'r.lberh:ﬁmn.'u'ﬂ'm:l ntﬂvithmc:tﬂ:iutbdmed—tn—hm
mxists, i can be induded in advence in the 505 This eniity should e lished ac ‘Reader oniy™. A
::munuumpumwmumﬂ-vhmummmrmmumm FBCIi'I.'lr
SEMFMMHEMMMIFMHWCDMW The msseccment of the
entity’s nssg-to-Enow, shoukd be msde svailanie bo the sranting suthority, if requested.

<’ 3.2 - The Security Olassification Guide [505] |appendix of the 541 >
ﬂamm-wwﬁ,ﬁummﬁwm

mssification Guide' nue:mm::ms:mxﬁmmmummﬁm
Wmmmmmmmﬁmwm

£, A&l dessified doourents [at EU, national or intemational level] planned bo be used by the
mﬂmmmnﬁﬁmmzﬂmm

L&} Nlmmﬂtﬁﬂuﬂpﬂ'ﬂﬂmh&mwmmﬂmﬂu[ﬂmnﬂ!ﬂ
for EU classified foreground information.

f, Different defiverables of the same project can have different dassification levels; the =me
ddnmd:mlbeufud:dnpm‘ls.mmmbechmﬁ:dtliﬂ:mntml

I, Entities (including from the project consortium| not listed in the 506 for both classified
Wwwmmﬂmmmm“mlmm

I mmu:uum:uwmmummmmmwn

I‘DjEﬂ‘.HT,‘ il CarL—= 1 - P
b hcﬂemuﬁbr[nm:ﬁnr\l or third marty] with sn estabiished nesd-to-inow sasts, it can be
included in advance in the 50 for BU classifisd mrrmﬂumtt'rﬂu.ldb:

listed as ‘render only. A detsikd description of this entity, their estaniished nesd-to-know and
& reference to Faciity Security Qearance, when nesgec, should be induded in the relzvant
CIHUTIn.
Specific instructions for the fable “Use of diassified Background information’:
Omssification Levet mention the: sxisting cassiffication lewel of the document [EL, rational or
intarmational clacsification)
Originator: mention the rame of the znﬁ't'f', i EU institution, EU MAsmbesr State  mor-EL
counkry o int=mationsl orgsnisation, under whose authority the dassified informeation was
rested and classified
Reference: number of the originsfor's authorisation for the uses you should mention the
reference rumiber of the document issusd Dy the originstor v which the lstter piees
muthorisation to partain aptites of the consortium to wse the cassifisd document to be lished in
the 505 table. The authorization lstter should be =t the cispasal of the granting sutmority, it
requested.
Specific instructions for compieting the 5005 tabie ‘Production of EU dessified Forsground
information’:
Osssification Levet indicate the classification level proposed by you. In the: framework of EU
projacts, information can be classified as RESTREINT UE/EL RESTRICTED, COMFIDENTIEL UE/EL
COMFIDENTIAL and SECRET US/EL SECRET (prant sgresments must not imwohe informartion
dazsiffed TRES SECRET UIE/EL TOF SECRET]. During rant praparetion, upcate the ke with the
dassification levels fiaed in the Security Scrutimg Report.
Responsibility: indicate the role of the entity in relstion to the delfverable, er Ssourity
in Contributor’, “Contribubor’, ‘Blind confributor” “Render onfy’. When an entity
dary or thind perty] is Ested == bind contributar, it must have o Boess o the
celvemble



.Entonces debes rellenar la Security Section en la parte-B, que
consta de 3 sub-secciones...

Lt RO oL e 0] TSl S o ek o phet L iy B Calt MR L 0 5 = i d Cpbebruacuriny 2001

-y
It your pn:ue.: TPt bu:lcgu.r-d and/for foresround cacsified information you shouid compiets

Security Oassification Guide [S05]
Use of classfied background infonmeation

Eeference and name of | Oassification Owrigineator Refersnce number of the Deiow table. You should ako attach 8 mngse O with the Project Security Officers relsvant
diocument leved [EW instinution, EU onginator uthonsation :zn.nﬂfmmaaewtupu'l!m: mmappwmﬂperrqectum‘ﬁuunm’sﬂmua
farrioer Stabe mon-EL Tor wse r_hea.ppmmmsec'mrcleﬂrarm
oounkry o |0 under The role of the PSO is ta pusrantes that the nies on the handing of EU daszitied information and
Wze BUhCrity the g . =d =
information was i aiid respect
crested and claszified)
and clazinied) Praject Security Oeficar
Hame Haticrality Profession
T
’— ~-~
< E. Sequrity Advisory Board [SAE] ”
TM#&M@E and/or foreground dassified informetion o S compiets

the bekra ke, The S48 should be DDﬂ'PDGCﬂ of BN LnEVEn m.rnhu'-u"m-emm.rrnmmu'rnq

.:m:lurrmrrrmu:usrﬁened. mmgﬂmmwtmm mne.umnma ;oadkmﬂedse-:’ﬂmmr'

issues raised :rfﬂu:qxuﬁl:prn_parmmﬁ:ld o should niso atinch mndise L".-!-l::sm:rg:he
SAE members” mmﬂmwﬂnmmmlsmm ombination with your :'qed:’sr:m

Senurity Cassification Guide [S0G)
arza. The SAE memibers should haee the uppn:lmm s:n:'.rltr'ch:nmn::

Production of EU classified foreground information

The rok of the SAE is to neview, Ehroughout tre J'\DFU.".'E litz, the project delfseranies, in order to
msses whether 1!1.-».' include ary seoumy sensitres  infoemation, praocse thair classification,

Number  and | Oassification | Beneficaries imwodved in production / entities authonised for scoess
cedassification sbc ane Dther timely reacunes for preventing the misuse of such inforretion.

rame of | v
deliverable (R-LES c Hame Rees ponsibility D= of Comments
. SR - ! . N
UEfELL 5 o "’“‘"‘:m FTRRCton | need-tokrow, my
r . negery ! . -
UE/ELRE) o ED';U::'I: Memibers name | Mationality Professon Erens of competence
'I":::;“’ planned s for
. “Faader Dﬂrr‘
contributor, ruie]
remger onily|

Add Bz Many rows Bs nesded.
7. Other project-specific seourity measures
Mo additionsl project-specific security measures

Add a5 many rows as needed.



ESR & Grant preparation

Invitation letters En rESU men ese
Call Grant
Deadline Signature
Evaluated Ranked Project ends
Ranking l Grant Project I
| preparatio Duration |
— “ P - > - »
Security Pre-screening Security Security
Self-assessment | : _______ Chekek Audits
. i :
: i Screenlng & Audit
| |
| | A— v ———— - - -
|
E i Security
| : Scrutiny
| '. | >
|
i Security Review

v’ Security Pre-scrge i1g: during th¢ scientific evaluation or soon after- by granting authority staff. For
proposals submitfed under non-/security sensitive topics when: the applicant has replied positively
to the Security Jssues table or/the applicant has replied negatively, but the granting authority has
detected securify issues.

v Security Screening: After the scientific evaluation and before the signature of the GA - by EC staff (DG
HOME). Automatigally performed to all proposals that have gone through the Security Pre-screening.
DG HOME will agsess the pre-screening results and decide on the possible launch of the Security
Scrutiny.

1. Security Scrutiny: After the scientific evaluation and before the signature of the GA - by national
security experts (Security Scrutiny Group). = Only proposals above threshold and considered for
funding, which can lead to security requirements that become contractual obligations. IS NOT A RE-
EVALUATION OF THE PROPOSAL AT ALL!.




Last considerations regarding the Security Scrutiny...

The Security Scrutiny will be carried out in the following cases:

v' Automatically, when a proposal has been submitted under a security sensitive
topic (Cluster-3 & Space calls from cluster-4);

v In other cases, when the Security Screening has concluded that the proposal is
very likely to raise security issues for which mitigation measures should be
adopted.

The Security Scrutiny will focus ONLY on the potential sensitive information (from
the security point of view) related with your project:

v This type of information requires limited dissemination due to security reasons.

v’ Issues concerning IPR and commercial secrets fall out of the scope of this
category.

v" Such information will be marked as ‘SEN’ and an additional column will indicate
the security type. In H2020 it was marked as Confidential (CO).

The Security Scrutiny is performed by the the HE Security Security Scrutiny Group of
58 experts from EU Member State (experts usually working for the National Security
Authority or a ministry, e.g. Home Affairs, Security and Justice). 2 They follow the
“Guidance on Classification of information in Horizon Europe projects”
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

The best orientation is to use the “Guidance on
Classification of information in Horizon Europe projects”

Horizon Europe

Classification of information
in Horizon Europe projects

Veokn 30
22 My 2021

t3 Critical infrastructure and utilities research

Table of contents

1. When and for how long must information be classified?

.............................................. 5
2 ClasSHICALION IoW RIS 1uuuuusunsnnn s b e w00 0000000 00 000 00 08 00 0 000 8 0 A 0 U4 S04 MR i R 8 5
3. Technology readiness levels (TRLS) ...ccciicmiiimaiaiimimmassisiisasssssisssnsssssissssas sasssasasansa 6
4. How to classify Information? ......cccciiiiicniieinimeeinnmieininieciniisnsneesaiseeseisesseesnsnessnsnnssane 6

4.1 Explosives research.. TP J
4.2 CBRN research .

---------------------------------B

--------------------------------i
4.4 Border security research.. et eateadessessssaseaseasesssesimsessecsseateataaessanearsasaanearenersssnasensranrans Ll
4.5 Terrorism researchlz
4.6 Organised crime research .o

w13
4.7 Digital security research .ooeeveeecenievecvninenns

L = Ll === o 1 [ 15

Let’s see the example later on!

https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-

of-information-in-he-projects he en.pdf
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

What is considered EU Classified Information (EUCI)?

Classified information (Art. 13.2 MGA and Annex 5) is information requiring
protection against unauthorised disclosure.

» A project might use classified background information or produce classified
foreground information.

> Classified background information = Is information already classified by the
EU entities, nation states or international organisations, which is used in the
frame of a project.

» Classified foreground information = Is information produced by a project,
which needs to be designated by an EU classification (EUCI).

» EUCI definition in Commission Decision 444/2015: “European Union classified information
(EUCI) means any information or material designated by an EU security classification, the
unauthorised disclosure of which could cause varying degrees of prejudice to the interests of
the European Union or of one or more of its Member States”.

< Example: some of the information produced by a project could potentially be used to plan terrorist
attacks or avoid detection of criminal activities.
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Sort of information that can be “Security Sentitive” in your proposal...

It can refers both to the “subject of research” as well the “type
of research” in your project...

Potential sensitive subject of research: Potential sensitive type of research results (or
input information/documents for your project):

O explosives & CBRN O threat assessments

Q infrastructure & utilities O vulnerability assessments

O border security O specifications

O intelligent surveillance U capability assessments

O terrorism & organised crime U incidents/scenarios based on real-life

O digital security security incidents and potential threat

O space scenarios

... as a consequence, some of the deliverables, activities or the
whole proposal can be secure sensitive classified! = In
Framework Programme projects the common situation in
projects is that only deliverables may be classified.

E3 <k L
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Results coming out from the Security Scrutiny of your proposal

= No security concern - No security issues were identified in the
proposal = No security section in the GA.

= Security recommendations - The Security Scrutiny Summary
Report (SecScrSR) will list one or more security requirements that will
be set out in the Security Section of Annex 1 of the GA:

— security recommendation to limit the dissemination of sensitive deliverables for
security reasons to the consortium, granting authority staff and potentially to a
specific pre-identified group of stakeholders with an established need-to-know;

— classification of certain deliverables at a certain level (EUCI);

— appointment of a Project Security Officer (PSO) in case of classification;
— establishment of a Security Advisory Board (SAB);

— other security recommendations (e.g. ensuring that personnel has followed
trainings on security, adjusting the scope of a certain work package, etc.).

x Proposal too sensitive to be funded - information to be used
or generated by the project is too sensitive, or applicants lack the right
experience, skills or authorisations to handle classified information at
the appropriate level. = Funding is refused and the proposal is
rejected.




Levels of classification of Security Sensitive Information,
EUCI classification

There are four levels of EU classification of your activities/deliverables:

W v' TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) - ATTENTION: projects involving
M@ information classified TRES SECRET UE/EU TOP-SECRET (TS-UE/EU-TS) cannot be funded

under Horizon Europe (as in H2020).

v' SECRET UE/EU SECRET (S-UE/EU-S): for information and material the unauthorised
disclosure of which could seriously harm the essential interests of the European Union
or of one or more of the Member States.

v' Example: threatening of life or the serious prejudicing of public order or individual security and
liberty.

v' CONFIDENTIEL UE/EU CONFIDENTIAL (C-UE/EU-C): for information and material the
unauthorised disclosure of which could harm the essential interests of the European
Union or of one or more of the Member States.

v' Example: inception of damage to the operational effectiveness or security of a Member State or
other State's forces or to the effectiveness of valuable security or intelligence operations.



4.3 Critical infrastructure and utilities research
What?

‘Critical infrastructures and utilities’ are assets and systems (e.g. buildings and
urban areas; energy, water, transport and communications networks; supply chains;

financial infrastructures, etc.) which are essential for maintaining vital social functions
(health, safety, security, economic or social well-being)*.

How to deal with threat assessments?

Analyses of man-made threats to infrastructure should be classified RESTREINT UE/EU
RESTRICTED. If they add value (e.g. by prioritising threats), they should be classified
CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with vulnerability assessments?

Detailed gap analyses intrinsic to specific infrastructure and assessments of current
security systems, technologies and processes and other extant security solutions should
be classified RESTREINT UE/EU RESTRICTED. If they add value (e.g. by including
cniticality analyses, highly detailed case studies, vulnerability modelling of supply systems
or vulnerability assessment methodologies) they should be classified CONFIDENTIEL
UE/EU CONFIDENTIAL.

Given the specific threat of terrorist attacks on aviation infrastructure, vulnerability
analyses of both passenger and cargo security solutions and processes should also be
classified CONFIDENTIEL UE/EU CONFIDENTIAL.

How to deal with specifications?

The design, specifications and operation of software tools and platforms to prevent and
detect attacks on Infrastructure and the design, specifications and operation of
architectural security solutions for utilities should be classified RESTREINT UE/EU
RESTRICTED.

Detalled detection techniques for early-waming and event analysis (such as those for use
in public transport and urban environments) and the definition of the data sources to be
used should be dassified RESTREINT UE/EU RESTRICTED.

Information on sensor networks (such as those used to identify potential incidents in
energy gnds, ICT systems or water supply systems) should be classified RESTREINT
UE/EU RESTRICTED. Automated analysis of sensor data, the algorithms used and
detalled information on other qualitative and quantitative tools to detect security threats
should be classified RESTREINT UE/EU RESTRICTED.

Detailed specifications of organisational and operational processes regarding distribution
networks and supply chains (such as postal systems) should be classified RESTREINT
UE/EU RESTRICTED.

Again, given the higher threat level, the design, specifications and operation of beyond
the state-of-the-art screening and detection systems for aviation purposes should be
classified CONFIDENTIEL UE/EU CONFIDENTIAL, as should detailed information on airport
checkpoint design and procedures. Detailed information on air cargo supply chains should
be classified RESTREINT UE/EU RESTRICTED, like other supply chains.
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Example of the “HE guidelines’
regarding a project focus on
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“Critical Infrastructures’

How to deal with capability assessments?

Reports on the performance of systems installed in infrastructure {such as power plants
or water treatment plants) should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

The performance of completed detection and security systems in simulated environments
(such as demonstrations of early-warning systems or physical security solutions for
buildings) should be classified RESTREINT UE/EU RESTRICTED.

The capabilities of aviation detection equipment and processes in simulated environments
should be classified CONFIDENTIEL UE/EU COMNFIDENTIAL.

How to deal with incidents/scenarios assessments?

Detailed information on scenarios and incidents involving attacks on critical infrastructure
should be classified RESTREINT UE/EU RESTRICTED. If it adds value (e.g. by including in-
depth guantitative analyses of the potential or actual consequences (human, functional or
financial) of such actions), it should be classified CONFIDENTIEL UE/EU CONFIDENTIAL.

ENERGY HEALTH TRANSPORT FINANCIAL IcT
s
WATER FOOD PUBLIC & LEGAL CHEMICAL & SPACE AND
ORDER AND MNUCLEAR RESEARCH
SAFTY INDUSTRY
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Queé sucede con los NON-EU countries?
Third Countries & Associated Countries

 EU classification is limited to EU Member States (EUCI deliverables).

L Projects involving classified information can, in principle, include participants
from non- EU countries... HOWEVER, ONLY beneficiaries from countries with
a valid Security of Information Agreement with the EU can access and
handle classified information used/produced by the project (EUCI
deliverables). = As a consequence:

v' There is NO restriction for non-EU countries without

Secu rity Agreement to the participate to projects involving classified information,

AS FAR AS THEY DON’T HAVE ACCESS TO EUCI information.
- No pueden tener acceso a
deliverables/tareas/background information EUCI.

v' The non-EU countries possessing a Security Agreement with the EU are to be found in the
Council document 15035/19 (https://data.consilium.europa.eu/doc/document/ST-15035-
2019-INIT/en/pdf ) = MOST AGREEMENTS ARE STILL UNDER NEGOTIATION!

ST = 0]
Lo e ama
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https://data.consilium.europa.eu/doc/document/ST-15035-2019-INIT/en/pdf

Recordatorio...
ATENCION... dos ejemplos de EXCLUSION

1.- BIEN DE TODA LA PROPUESTA, es decir, ese partner NO puede formar parte
del consorcio... = Mirar si el topic incluye alguna indicacion en al tabla inicial
sobre si hay algun tipo de EXCLUSION a NIVEL DE CONSORCIO de partners por su
nacionalidad...

Por ejemplo: Si el topic indica que SOLO pueden participar “entities
stablished in MMSS or Associated Countries”, entonces, p.e.,
Suiza NO podria participar en el consorcio PORQUE NO

ES UN ASSOCIATED COUNTRY.

2.- BIEN SOLO DE LOS DELIVERABLES EUCI, pero pueden formar parte del
consorcio! = Asegurarse que los paises incluidos en el consorcio tienen un
acuerdo de intercambio de info clasificada en caso que tengan que acceder a
algun deliverable o datos EUCI - P.e., a dia de hoy, UK no tiene firmado el

acuerdo de intercambio de EUCI con la UE... Y
SNl L |
AU
@le
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Recordatorio...

HORIZON-CL3-2022-CS-01-03: Transition towards Quantum-Resistant
Cryptography

Specific conditions

EU contrib. /project

The EU estimates that an EU contribution of between EUR 3.50 and 6.00 million...

Indicative budget

EUR =11.00 million

Type of Action

Innovation Actions

Eligibility gonditions

In order to achieve the expected outcomes, and safeguard the Union’s strategic assets, interests,
autonomy, or security, namely cybersecurity in the field of Quantum-Resistant Cryptography,

participation is limited to legal entities established in Member
States and Associated Countries. Proposals
including legal entities which are not
established in these couniries will be
ineligible.

Some activities, resulting from this topic, may involve using classified background and/or producing
of security sensitive results (EUCI and SEN). Please refer to the related provisions in section B Security —
EU classified and sensitive information of the General Annexes.

TRL

Activities are expected to achieve TRL é by the end of the project (General Annex B).

Legal and financial
set-up of the GAs

The rules are described in General Annex G. The following exceptions apply:

Beneficiaries may provide financial support to third parties in the form of grants. The maximum
amount to be granted to each third party is EUR 300 000 to support the expected outcomes of the
topic, for example measuring, assessing and standardizing/cerlifying future-proof cryptography.
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Y cuando estais escribiendo
vuestra propuesta...



https://ec.europa.eu/info/funding-
tenders/opportunities/docs/2021-
2027/common/guidance/how-to-
handle-security-sensitive-

How to handle security-sensitive projects projects en.pdf
Projects with sensitive and dassified information

EU Grants

Version 1.0

01 July 2021
HORIZONTE 5% Dy
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Tabie 3 1c: List of Delrrerables’

only include deliverables that you consider essential for effective project monitoring.

r

Doy
. . Work Short name . N
Dilivarsbis Deliversble . ot lend Type Dizzamiration date
[number) name Inunb-u'g participant level [im
mionithes)
KEY

Dliverable rasmbers in onder of delfvery dates. Please use the mumbering corsenkian <P Numbers onumbssr of

delveranle within that Wes.
For example, deliverabie 4.2 would be the second defiversbls from work packBg=d.

Type:
Use one of the
R

DEM:

Tollewing codes:
Doosment, report [exduding the penodic and final reparts)

Demonstrator, pilok, prototype, plan designs
DEC:  \Wehbsites, patents filing, press & media actions, videas, et
DATA: Dmim sets, microdats, =tc.
DMF:  Dmts marag=mert plan

ETHICS: Delveranles nelabed to ethics issues.
SECURITY: Delfveranies related to security Esues
OTHER: Software, techrical diagram, algorthms, models, etc
~m N N N B N & B B B B B B &8 B B B &8 B &N B B B _§B _§B §B §B §B §B
Dissemination bevsl:
Use one of the folowing codes:
PL —Public, fully open, .5 web [Deliveraties flagged as public will be sutomatically publisked in CORDIS
project’s page|
SEM — Sensitive, limited under the conditions of the Grant Azresment
Classified RAUE/BU-R = EW RESTRICTED uricksr the Commission Decsion Modoils g
Classified CHUE'EU-C — EU COMNFIDENTIAL under the Commission Dedsion Modoils 44
Classified S-UEFELI-S — EU SECRET under the Commizson Dacision No2id/34L

e e e e

M=azurad in meonths from the project stark date (monkh 1)

! Wow must rdude @ dite managesenl gan (DMP] and 4 'slas Tor dhserinaticn sed esloiation nduding comseniation
actiithins as dhitisct dwlvarables withis the Bra € moath of the project. The DkAlF will Feobee duriag the atime of the
et In ofder 1o presest The o lalus of B sroject’s felections on dits managemesl & e rmelale for such a plan b
wvalabls in the Online Mancal en the Fundiag & Tendars Poreal.

Se debe continuar
rellenando la tabla de
deliverables...

In the template  Sensitive
Information will be marked as
‘SEN’ and an additional column
will indicate the security type
(R/C/S). = In H2020 it was
marked as Confidential (CO).
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Se debe continuar
rellenando la tabla de
deliverables...

A

(EAWPIE

3.2.3 Lt of Delveralies
Table 4_1¢

Project and dads managemant plan - T ‘
e BTt
b2.1 RAMChOOo gy for prevention prachoe WP2 - K 4N : T
revtras anad grtablnferant engagemen]
rddhil Tor dbbive Wi Feitaorhd bfd I
= e = A== In the template Sensitive
023 s . | ™™ - = Information will be marked
engagement I (CEN’ o
03l Ilhhhl‘qr.lnr‘ih;rr:lmmhlp'.rﬂ'l W3 - 3 uﬂ M1z as ‘SEN’ and an additional
Exsropsan and wonad staksboider H H H
e and meenaon kbl l‘ I column will indicate the
o e s e bl v # security type (R/C/S). = In
o e [ H2020 it was marked as
S Rinireshismiiivmebll B BIP EL B Confidential (CO).
-
3.1 Report on tarpesed recretment and wha i F an M1s
Ttwumm: - h_#
D42 -nriml-twlr wha e U M
[ R -
) Racruftmant & PIALornm Evakton wra R W =n¥| e
051 Training Corviculess ond ok moaseweent | WPS N En H i
D52 TraMNIng CUrnOAum W rasng Coauries WPS R SN [TET)
for LEAs "-“'
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Contenidos de la “Security
Section” en la part-B



2. Grant preparation stage: Part B — Security section, Security As s Letter .
(SAL) ang sgsurltv Classgiﬂcatlnn Guide {scg’; v Aspect Contenidos de la

2.1 Classified information — SAL and SCG “Security Section”

If tha-pﬁageet- FHHFBMIEE-EUE,T you will bg‘auuasted-dmng-gram m‘apa.r‘atmn to add the
7 5e Security Aspects Letter {SAI)\an r:lGecunw Classification Guide {ECGU'U Annex 1 of
ﬁﬂ'ﬂrmhﬁegummr" e e e

The SAL lists the project-specific security requirements linked to the EUCI (e.q.
classification levels, access by consortium-members which are international
organisations or entities from non-EU countries, etc). The SCG describes the classified
elements of a grant agreement (deliverables) and their security classification levels
(— two separate tables, one for the classified background information and one for the
EU classified foreground information).

You must adapt your SAL and SCG to the outcome of the security scrutiny procedure
(SecSR).

List all entities that need to know in the SCG (both for classified background and
foreground information). Entities not listed there will NOT have access to the
classified information listed in the table, even if they are from the project consortium.

L (; you will use classified background, don't forget that you must obtain advance
formal written authorisation by the originator (i.e. the entity under whose authority
the information was created and classified).

—___——--——--———_-_-

< -y 2 Other security recommendations _:’

-
In addition to the SAL and SCG, you will be requested to complete the information
regarding other security recommendations (e.g. sensitive information with security
recommendation, security staff, access to IT systems, etc).

If your project involves classified background or foreground information, you must
appoint a project security officer (PS0). One PSO per project is sufficient. The PS50
must have appropriate security clearance.

@CDTloficial
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A security advisory board is needed if your project involves sensitive deliverables with
security recommendation or classified background or foreground information.




Summary of the project security issues section

Dezcribe the security issues you identified in your project. Focus on the security subject matters and
explain the potential misuse of the research rezults. Relate to the security-sensitive type of activities
as explained in the guidance (see How to handle security-sensitive projects).

1.

Sensitive information with security recommendation

If your project involves sensitive information reguiring limited dissemination due to security reasons,
fillim the “Sensitive information with security recommendation’ table below.

In principle, third parties, Le. outside the consortium and the granting authority, should have no
access to sensitive deliverables with security recommendation.
However, when it is known in advance that 2 specific pre-identified group of recipients/recipients

with an established need-to-know exists, you should insert them in the table.

dizposal of the granting authority, it requested.
The ‘Sensitive infarmation with security recommendation’ table may be maodified throughout the

life of the project. Any modification can be done only with the prior formal written approval of

the granting authority.

The table below should not include information that iz senzitive for non-security related ressons

(e.g. intellectuzl property or commercizal secrets, etc).

Sensitive information with security recommendation

Number and name of
the deliverable

MName
participant

of

lead | Date of production

Mame of entity
authorised for access

Contenidos de la
“Security Section”

Se puede hacer un
resumen explicativo
al inicio y se debe
incluir la tabla de
“Sensitive
Information with
Security
Recomendations”

HORIZONTE

EUROPA

@HorizonteEuropa

*
*  Divisién de

Programas de la UE

RS

* ESPANA

* PUEDE. —

@CDTloficial



e

PART B SECURITY

1. Sumdmiary of thd Brojict LRCUTTY BESEL
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2. Classified information co nte n id oS d e Ia
2|.1 — Security Aspects Letter (SAL) ”Secu rity Sectio n”

SAL provided below,
ification of

If your project intends to use or produce classified information, fi
according to your project-specific security requirements. Consult the guidance
information in Horizon Europe projects.

2 Choose one or more of the Security of Information Agreements with non-EU Countries and/or
organisations participate in the project.

& If relevant, insert in point 6 of the SAL the beneficiaries that must obtain the Facility Security
Clearance (FSC) and in point 7, the beneficiaries that must obtain a Personnel Security Clearance
(PSC).

& The insertion in the Grant Agreement (Annex 1- Description of Action) of the completed SAL is
mandatory, without any modifications on its other parts.

2.2 - The Security Classification Guide (5CG) (appendix of the SAL) G

If your project intends to use or produce classified information, fill in accordingly the ‘Security —> Pueden sufrir
Classification Guide' tables below. There are two separate SCG tables, one for the classified .. .
hackground information and one for the EU classified foreground information. modificaciones

. All classified documents (at EU, national or international level) planned to be used by the project dESpUES dEI
should be listed in the SCG for classified background information. e .
. All EU classified deliverables planned to be produced by the project should be listed in the 5CG escrutinio de

for EU classified foreground information. Segu ridad debido a
. Different deliverables of the same project can have different classification levels; the same . . .
deliverable can be divided in parts, which can be classified at different level. indicaciones

. Entities (including from the project consortium) not listed in the SCG for both classified
background and foreground information should have no access to the classified information
listed.

The 5CG for EU classified foreground information may be modified throughout the life of the
project. Any modification of the 5CG can be done only with the prior formal written approval of
the granting authority.

L In case an entity (beneficiary or third party) with an established need-to-know exists, it can be
included in advance in the SCG for EU classified foreground information. This entity should be % o " BD'"
listed as ‘reader only’. A detailed description of this entity, their established need-to-know and a : ’
reference to Facility Security Clearance, when needed, should be included in the relevant column. @CDTloficial

concretas del SG!




Specific instructions for the table ‘Use of classified Background information’:
Classification Level: mention the existing classification level of the document (EU, national or

international classification)

Ejemplos de SCG...

Originator: mention the name of the entity, i.e. EU institution, EU Member State, non-EU country
or international organisation, under whose authority the classified information was created and

classified

Reference number of the originator's authorisation for the use: you should mention the
reference number of the document issued by the originator via which the latter gives
authorisation to certain entities of the consortium to use the classified document to be listed in
the SCG table. The authorisation letter should be at the disposal of the granting authority, if

requested.

HORIZONTE
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Security Classification Guide (SCG)

Use of classified background information

Reference and name of
document

Classification
level

Originator

(EU institution, EU
Member State, non-EU
country or 10 under
whose authority the
information was
created and classified)

Reference number of
originator
authorisation for use




Specific instructions for completing the SCG table ‘Production of EU classified Foreground
information’:

Classification Level: indicate the classification level proposed by you. In the framework of EU
projects, information can be classified as RESTREINT UE/EU RESTRICTED, CONFIDENTIEL UE/EU
CONFIDENTIAL and SECRET UE/EU SECRET (grant agreements must not involve information
classified TRES SECRET UE/EU TOP SECRET). During grant preparation, update the table with the
classification levels fixed in the Security Scrutiny Report.

Responsibility: indicate the role of the entity in relation to the deliverable, e.g. ‘Security
Manager/Main Contributor’, ‘Contributor’, ‘Blind contributor’ ‘Reader only’. When an entity
(beneficiary or third party) is listed as blind contributor, it must have no access to the deliverable.
Comments on the need-to-know, purpose of the access and planned use for ‘Reader only’ role:
use. In case an entity (beneficiary or third party) with an established need-to-know exists, it can
be included in advance in the SCG. This entity should be listed as ‘Reader only’. A detailed
description of this entity, its established need-to-know and a reference to Facility Security
Clearance, when needed, should be included in this column. The assessment of the entity’s need-
to-know, should be made available to the granting authority, if requested.

Ejemplos de SCG...

Security Classification Guide (5CG)

Production of EU classified foreground information

Mumber  and | Classification

Beneficiaries involved in production / entities authorised for access

name of | lexel

deliverabl Mame

eliverable (R-UE/EU-R, C-
UE/EU-C, 5
UE/EU-5)

Responsibility
{security
manager,/main
contributor,
contributor,
blind
contributor,
reader only)

Date of
production

Comments

{need-to-know,

purpose of
access and
planned use for
‘Reader only’
role)
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Seoarity Classificrson Guede [S0G]

Production of EU classified {oregrousd information

Ejemplo de Contenidos

Misfri Beest amd | Classification | Beneficares isvobved in prodscrion [ estitles asthorised for soress d I “u ° ° ”
namr of | lewed
delmerable [FRUE/EU-, C- Narmse Respandibdery Dane of Comments e a Securlty SeCtlon
verus g iy CALL-2021
ot 1} 1 J -
. ek ¥ :-n:-r_u ael
Emryrribsrner, B ind
; planned uor for
canbnbastos, . :
Beader onky
redder mnlyh o)
Man Comrboter W lmad
P:IrI:IEIEITI: 1 Delhverable
lwad;
Fill"llElE:lI'ltI Contrlytor Technigal Inpyt
Pastici 3 | Contrbutar Task Leader k&
Caete 5 as
Partidpant 4 Cantfisutar Teehniesl Input
Parmicipant 5 Cantraubai Technical Input
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3 Participant 7 trisuter echnal lnpast
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3. security staff

3.1 - Project Security Officer [P50)

If your project invalves background and/or foreground classifisd information you should complets the
below table. You should also attach & concize OV with the Project Security Officer's relevant secu rit',-'|
management experience. One P20 appointed per project is sufficiznt. The P50 should have the

appropriate security clearance.

I The role of the P50 is to guarantee that the rules on the handling of EU classified information and
La pplicable security procedures are respected.

Project Security Officer

Name

Mationality

Profession

3.2 - Security Advisory Board |548)

If your project involves background and/or foreground classified information you should complets the
below tablz. The S48 should be composed of an wneven number of members [minimum thres|
consisting of end-user representativesfexternal reviewer(s) with & good knowledze of the security
issues raised by the specific project research field. ¥ouw should also attach concise Cvs describing the
SAE members' relevant experience on the security issues in combination with your project’s ressarch

'-FL‘EFL-TUE sfgmembersshouid Ravethe 200Ioorale S3tUnN CIZoNEaNGE o o o o o o o o o o

I The role of the 548 is to review, throughout the project’s life, the project deliverables, inorder to |
I assess whether they include any security sensitive information, propose their cassification,

Lﬁ@ﬁfwﬂnﬁmwwwwruﬁiwﬂW'ﬁmw MRl T WL 0 |

Security Advisory Board

Member's name | MNationality

Profession

Areas of competence

Contenidos de la
“Security Section”
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Ejemplo de Contenidos de la “Security Section”

E ;

4 SECURITY STAFF
4.1 Project Secarity Officer (PS0)

Gaven the nature of the topic uddress.edl:r"l.r- the Consortium has planned to nomunate a Project Secunty
Officer (PS0) to assess the secunty sensitivity of some of the project results and guarantee that the miles on the
handling of EU classified information and applicable secunty procedures are respected, in case somefJJRRR will be

The followimng table provides mformation about IIL-PS:‘J-

Project Security Officer

Name Nationality Frofession

_ - Darector of the Defence, ﬁ and Homeland S:t-urii'

CV _imﬂle] 15 the Defense, Space and Homeland Secunty Business Umit Techmical Director i Enga-




Ejemplo de Contenidos de la “Security Section”

4.2 Eﬂtrilrﬁdrinr;]lurd{&lﬂ}
Criven the nansre of the topic addressed the Consortium has plapmed to establish a Security Advisory

Board (SAB) to assess the secunty sensifivaty of some of the project results.

onsortium melndes several partners that can bnog the necessary expartise and experence to provide
the resources needed to conform the SAB. The SAB wall be an integral part of the project’s management struchare,

The proposed mitial members of the SAB are Lsted m the fable below. All members have sufficient expenence /
knowledge of secunty 13suwes melated to the project actvibes, The responsibality of the SAB 13 fo assess the emergence
of sensifive mformation bandled by participants and, m cace, propose — if approprate - cormsponding measure: for
preventing oususe of such an mionmanon.

Security Advisery Board

e e T e | [EXAMPLE]
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EXAMP!_E . Ejemplo de Contenidos de la “Security Section”

5. 3.2 - Security Advisory Board (SAB)

i your project involves background and/or foreground classified information you should complete
the below table. The SAB should be composed of an uneven number of members (minimum three)

consisting of end-user representatives/external reviewer(s) with a good knowledge of the security
issues raised by the specific project research field. You should also attach concise CVs describing the

SAB members’ relevant experience on the security issues in combination with your project’s research
area. The SAB members should have the appropriate security clearance.

The role of the SAB is to review, throughout the project’s life, the project deliverables, in order to
assess whether they include any security sensitive information, propose their classification,
declassification etc and other timely measures for preventing the misuse of such information.

Security Advisory Board
Member's name Mationality Profession Areas of competence
_ . Compliance officer | Senior Policy Advisor
spain Knowledge Safety and Export
Control
BN | Fronce | Merseer capacy | et managemnt, cpacy
development building, data security
HORIZONTE
EUROPA | | netherlands Lawyer Contracts, IPR, data security.

@HorizonteEurope



Contenidos de la
4. Other project-specific security measures uS e curity Se Ctl On”

Describe, if relevant, the project security management and other measures intended to safeguard
security during the project’s life, such as:

*  Project staff with a Personnel Security Clearance (PSC) from one organisation without a
Facility Security Clearance (FSC) working in the premises of an organisation holding a FSC;

*  Specific measures for access to IT systems;

Other types of measures (technical, operational, etc.)..

6.4 OTHER PROJECT-SPECIFIC SECURITY MEASURES

—

In order to be compliant with GDPR ant.32 - Secunty of processing personal data. and with legal obligations with
regasds the protection of the nghts and fundamental freedoms of people, Fwill use state-of-the-art
technologies for secure storage. delivery and access of personal informanon, as well as managing the rights of the
users. In this way, there 1s complete guarantee that data will be accessed. delivered. stored and transnutted by the
gl person. w ith well-defined nghts, at the nght nme. Specific access policy will be defined for thes purpose and
vill be supported by State-of-the-ast firewalls, network secunty, encryption and authentication will be used to protect
ollected data. Firewalls prevent the connection to open network ports, and exchange of data will be through
consortium known ports, protected via IP filtenng and password. Where possible (depending on the facilities of each
partner) the data will be stored in a locked server. and all idennfication data will be stored separately

Intrusion Detection systems will monstor anomalies m network traffic and activate restramt policy if needed. A
metadata framework will be used 1o sdentify the data types. owners and allowable use. This will be combaned with a
controlled access mechanism and m the case of wareless data transnussion wath efficient encodmg and encryption
mechanisms. A Data Management Plan will be released at the early stage of the project (M6) in order to provide
consortium with gudelnes for applying the suitable secunity measures for data management throughout the project

- AR
. “‘deanon
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A tener en cuenta sobre la SAL...

1. The grant beneficiaries must comply with additional instructions provided by their
respective national security authorities (N5As). [...]

2. A list of all the elements to be classified during the performance of this GA as well as the

specific applicable security classification levels are contained in the security classification
guide (SCG). [...]

3. Classified information generated when performing the grant agreement must be marked
as EU classified information (EUCI) at security classification level as determined in the SCG.
Deviation from the security classification level stipulated by the SCG is permissible only
with the written authorisation of the granting authority.

4. The rights pertaining to the originator of any EUCI created during the performance of the
classified grant agreement are exercised by the Commission.

5. Without the written consent of the granting authority, the beneficiary or subcontractor
must not make use of any information or material furnished by the granting authority or
produced on behalf of that authority for any purpose other than that of the grant

agreement.
HORIZONTE ™% Diisionde “* espari : SEh 'k/ BDT
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A tener en cuenta sobre la SAL...

A Facility Security Clearance [FSC) is required for the beneficiaries involved in the classified
part of the project at the level of CONFIDENTIEL UE/EU COMNFIDEMTIAL and/or SECRET
UE/EL SECRET.

Where an F5C is required for the performance of a grant agreement, the beneficiary must
ask the granting authority to proceed with the F5C reguest.
For the performance of this grant agreement, at least the below beneficiaries must obtain
the F5C:

¢ MName of the beneficiary/abbreviation/Country

» MName of the beneficiary/Abbreviation/Country

» MName of the beneficiary/Abbreviation/Country

A Personnel Security Clearance (PSC) is required for the beneficiaries” personnel involved
in the classified part of the project at the level of CONFIDENTIEL UE/EL CONFIDENTIAL
and/or SECRET UESEU SECRET.

Where a P5SC is required for the beneficiary’s personnel, the beneficiary must directly
request its NSA or DSA to initiate the procedure to this effect. The beneficiaries
concerned shall maintain records of their employees taking part in the project and who
have been cleared for access to EUCL.
For the performance of this grant agreement, the below beneficiaries must obtain the PSC:
» MName of the beneficiary/Abbreviation/Country
» MName of the beneficiary/Abbreviation/Country
» MName of the beneficiary/Abbreviation/Country

The beneficiary or subcontractor must have business contingency plans [BCPs) to protect
any EUCI handled in the performance of the classified grant agreement in emergency
situations and must put in place preventive and recovery measures to minimise the
impact of incidents associated with the handling and storage of EUCI. The beneficiary or
subcontractor must inform the granting authority of its BCP.

Tienen que estar
actualizadas en el
momento de
comienzo del WPs
correspondiente.
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Last but not least...



When the participant receives the ESR and
the information letter, if the project rises
EUCI Information, that is, EU-RESTRICTED

and above, YOU should
contact your NSA in order to

get detailed information of your national
security instructions to be fullfiled...
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Reference documents

v" Regulation establishing Horizon Europe: Security (Art. 20)
v" Model Grant Agreement: Confidentiality and security (Art. 13 and Annex 5)

v" Commission Decision (EU, Euratom) 2015/444 of 13 March 2015 on the security rules for
protecting EU classified information.

v' Commission Decision 2021/259 laying down implementing rules on industrial security
with regard to classified grants.

Guidelines for Security Experts on the Security Scrutiny Procedure (coming soon).
v" Guidance on the ‘classification of information in Horizon Europe projects’ (July 2021).
v"  Guidance on ‘How to handle Security sensitive projects’ (July 2021).
v" Horizon Europe Programme Security Instruction (PSI) (Version 1.0, June 2021).
v" HE Programme Guide (June 2021).
v" Guidance note on ‘potential misuse of research’.
v" Guidance note on ‘research with an exclusive focus on civil applications’.
v
A

Security section of the HE proposal template, including the template of the Security
spects Letter (SAL) and its annex (Security Classification Guide (SCG)).
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Reference documents
v' Guidance on the ‘classification of information in Horizon Europe
projects’ (July 2021).

v' Guidance on ‘How to handle Security sensitive projects’ (July
2021).

v Horizon Europe Programme Security Instruction (PSI) (June 2021).

Horizon Europe PSI I S matootionmy, s

PROGRAMME SECURITY INSTRUCTION
CONCERNING

Honizon Europe Programme
(SHORY TITLE: Hom@ow EuRoet PSY)

EU Grants P
Version 10
i Dated
How to handle security-sensitive projects Horizon Europe (HORIZON) o 2020
Projects with sensitive and classified information .:::.:;'
Classification of information in Horizon i
Europe projects S §
HIRD §
RMATI
G:«A:‘.“J
— -
22 2y 221
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https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/common/guidance/how-to-handle-security-sensitive-projects_en.pdf
https://ec.europa.eu/info/funding-tenders/opportunities/docs/2021-2027/horizon/guidance/classification-of-information-in-he-projects_he_en.pdf

LosLunes CDTI SOST Bruselas sesion10

GOBIERNO MINISTERIO
DE ESPANA DE CIENCIA
E INNOVACION

INNOVACION

los Lunes de CDTI—SOSTELgseIGS (S10): Aspectos

de seguridad en‘propuesfas de Horizonfe Europa

Registro Presentacion CDT1_Security Scrutiny and Classified Information
Presentacion ISDEFE_Aspedios de seguridad e informacion dlasificada en propuesias Agenda préximas sesiones

Grabacién de la sesion

Webinario online

‘ Anade al calendario

Evento ferminado

Comienza: 11:00
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https://eventos.cdti.es/ES/LosLunes_CDTI_SOST_Bruselas_sesion10

Muchas gracias!

Marina Martinez-Garcia
Framework Programme officer at SOST-CDTI Brussels
Cluster-3 Horizon Europe National Contact Point
marina.cdti@sost.be
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