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Primero lo primero...



Qué es “informacion clasificada” en la UE... y en H2020

EU Classified Information (EUCI)

Definition of EU Classified Information (EUCI)

EUCI: any information or material designated by an EU security
classification, the unauthorised disclosure of which could cause

varying degrees of prejudice to the interests of the European Union or
of one or more of the Member States.

Legal framework

- Commission Decision 2015/444/EC on the security rules for
protecting EU classified information

- National laws
Applicants are already asked at the proposal stage if their project

uses/produces EUCI. The Security Scrutiny Group may also request
classification.

Applicants cannot submit a "classified proposal” (the IT tool does

NOT allow applicants to include classified information in a proposal)
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Qué es “informacion clasificada” en la UE... y en H2020

Also “secure sentitive information” DOES NOT ONLY relates to
national security BUT ALSO to:

1 Security recommendations

(] Dual-use goods or dangerous materials & substances (subject
to export or transfer control)

1 Or the use of data or information coming out from a previous

research project which is protected against unauthorised
disclosure.
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Entonces, donde puede darse “Classified Information” el proyectos H2020?

EUCI in research projects

« Projects may use EUCI as background and/or produce EUCI
(foreground) - in both cases adequate protection is necessary!

- Classification is always specified at deliverable-level. Different
deliverables in one project can have different classification levels:

- RESTREINT UE/EU RESTRICTED

- CONFIDENTIEL UE/EU CONFIDENTIAL

- SECRET UE/EU SECRET

- TRES SECRET UE/EU TOP SECRET (not applicable)

« Classification has implications: classified deliverables require a
special treatment, beneficiaries need to meet certain conditions and
optional Article 37.2 will be inserted in the Grant Agreement

« Non-compliance with Art. 37.2 may lead to reduction or termination
of the grant and/or sanctions (Art. 37.4)
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.. Y no solo debemos tener en cuenta las actividades &
investigacion que realizamos, sino también quién forma
parte de nuestro consorcio!

EUCI and proposals involving participants from third countries

® General rule: EUCI is limited to EU Member States

® Projects using/producing EUCI can include participants from associated
or third countries

® Countries having a security agreement with the EU (Council level) could
refer to that security agreement for handling EUCI

® Special MoU (Memorandum of Understanding) could be agreed between
the countries involved in the handling of sensitive information of a
project limited to that project

’ Participants from associated countries and/or third countries without a
Security Agreement with the EU can participate in projects

involving/producing EUCI if no access to sensitive information has been
foreseen

*
*  Divisién de

[N Centro para el

L : Sk 2= e Desrolo

CDTI Centro para el Desarrollo Tecnolégico Industrial | E.P.E. ﬁ: RS '/ EI]" Tecnligo
@CDTloficial

. Programas de la UE

@EsHorizonte2020
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H2020 Associated countries

+ We can find Agreements on security procedures for exchanging and
protecting classified information between the EU and Canada, Moldova,
Georgia, Albania, Serbia, Australia, Liechtenstein, Russia, Israel, United
States, Iceland, Switzerland, Ukraine, former Yugoslav Republic of
Macedonia, Norway and Bosnia and Herzegovina

+ Not always the Agreements are in force & covers EU CONFIDENTIAL (to be
check in a case by case)

+ source:https:/feur-lex. europa.eufleqal-content/EN/TXT/?un=LEGISSUM%3A4300998

+ H2020 associated countries without agreement (Not access to EUCI)
Armenia, Tunisia, Faroe Island, Turkey... and listed above but with the
agreement signed but not in force yet.

*Informacion cortesia de la ONS.
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.= A nivel de propuesta



Qué puede ser “Security Sentitive” en nuestra propuesta?

... they regards both to the “subject of research” as well the
“type of research” in your project...

Potential sensitive subject of research: Potential sensitive type of research:

O explosives & CBRN O threat assessments

O infrastructure & utilities O vulnerability assessments

O border security O specifications

O intelligent surveillance O capability assessments

O terrorism & organised crime O incidents/scenarios based on real-life
O digital security security incidents and potential
O space threat scenarios

... as a consequence, some of the deliverables, activities or the
whole proposal can be secure sensitive classified! = En
proyectos H2020 la situacion habitual es que sdlo se
clasifiquen deliverables.
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“Guidelines for classification of information in R&D projects”

EUROPEAN COMMISSION
Drencionste-Crnanl for Migeabon and Homa A

TABLE OF CONTENTS

H2020 Programme
1. When and for how long must information be classified? ......cccciiinincnnnneen.

4
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3.3 Critical infrastructures and utilities research.........
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3.5 Intelligent surveillance research ...
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3.7 Organised crime research ... e
3.8 Digital security research ..o s s e s
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Pongamos un ejemplo!
P

https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif en.pdf
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https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/other/hi/secur/h2020-hi-guide-classif_en.pdf

Ejemplo: Si temenos un proyecto con foco en “Critical Infrastructures”...

What?

‘Critical infrastructures and utilities’ are assets and systems (e.g. buildings and urban areas; energy,
water, transport and communications networks; supply chains; financial infrastructures, etc.) which
are essential for maintaining vital social functions (health, safety, security, economic, social well-being).

How to deal with deliverables and R&D&Innovation activities on:
O threat assessments? Analyses of man-made threats to infrastructure = EU RESTRICTED.
If they add value (e.g. by prioritising threats), then, EU CONFIDENTIAL.

O vulnerability assessments? Detailed gap analyses, etc... = EU RESTRICTED.

If they add value (e.g. by including criticality analyses, highly detailed case studies, ...), then, EU
CONFIDENTIAL. In case of aviation infrastructure, passenger and cargo security solutions = EU
CONFIDENTIAL.

O specifications?
EU RESTRICTED if they are:
v' The design, specifications and operation of software tools and platforms to
prevent and detect attack, ...
v Detailed detection techniques for early-warning and event analysis, ...
v Information on sensor networks...
v" Automated analysis of sensor data, the algorithms to detect security threats,...
v Detailed specifications of organisational and operational processes,...
EU CONFIDENTIAL if you are treating the design, specifications and operation of beyond
the state-of-the-art screening and detection systems for aviation.



Y exactamente, donde en nuestra propuesta?

\3 Geﬁera\ informatio® —

1. a

|2 Pan\c\pants & cont
3. gudget
| 4, EXhiCS _ |
\S call-specific question

Part-A
Administrative information
On-line formulaire

Sections in the template...

Part-B
Technical description
ATENTTION: Donwload the pdf,
made a Word file and follow the
main sections!

3

oa &
2
s

L
*  Divisién de

[N Centro para el
o - S R ot Foamlo
CDTI Centro para el Desarrollo Tecnolégico Industrial | E.P.E. ':'t:«wmw ¥ [:[]Tl Tecolgo

Industrial

= Programas de la UE

@EsHorizonte2020 @CDTloficial




I
I

Y exactamente, donde en nuestra propuesta?

O Fill correctly Part-B Section -3 - table 3.1.e: “List of deliverables”, whe
each deliverable it is necessary to define its dissemination level.

re for

Key for classification of deliverables indicating the TYPE and the DISSEMINATION LEVEL

TYPE: DISSEMINATION LEVEL:

O R: Document, report

O DEM: Demonstrator, pilot, prototype, 0 PU: Public, fully open, i.e., web
plan design O co: CONSORTIUM CONFIDENTIAL,

L DEC: Website, patent filing, press & restricted under conditions set in the
media actions, videos, etc model GA

L OTHER: Software, technical diagram, etc O Cl: Classified Information as referred in EC

Decission 2001/844/EC

Attention: Dissemination level “CO” does NOT
security concerns always!!!!

Table 3.1.e List of deliverables

mean

. . Short name . Co
Deliverable Deliverable name WP of lead Type Dissemination Delivery date
(number) number s ) level ‘
participant

DI1.1 Report of Kick-off meefing 1 CDTi R Cco Month 1
DI1.2 Sefup and maintenance of the internal project management tool 1 CD7¥I DEM CO Month 2
D13 STCG guidelines 1 SOST R PU Month 2
D14 Ethics Manual 1 Univ.Free R PU Month 2
D6.1 Dissemination plan 6 SOsT R Co Month 2

="=D62 | Exploitation plan = 6 Univ.Free R 47— (O Month 2,15 2471
D63 | Public project website targeted at different user groups 6 onl DEM PU Month 3




jmalpmnl penl e o)

D24 | SAUROHN System Architecture and Design WP2
D25 [ Leqgal requirements specifications WE2
03.1 | Cyber risks and vulnerability report WF3
032 | Advanced User Interface WF3
D3.3 | Security monitoring Architecture Description WF3
i i WF3

WP3

SEEBER|E
L=0 [}

D53 | HsA Development and functional validation report

Por ejemplo...

O Fill correctly Part-B Section
-3 > table 3.1.e: “List of
deliverables”, where for
each deliverable it s
necessary to define its
dissemination level.

... but sometimes the

deliverable is “CO”

BECAUSE it contains
sensitive information!!!!
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Por ejemplo...

Q Fill correctly Part-B Section

-3 = table 3.1.e: “List of

deliverables”, where for

each deliverable it s
necessary to define its
dissemination level.

Table 3.1c: List of Deliverables
. Short name of Dissemi .
ﬂma:-l;le Deliverable name WP no lea:ﬁ _— Type n:::: dD:tl;“'ﬂT
participan

D21 Identification of the 2 R "}CI wit Month 5
Stakeholders and 1 CI anne
Practitioners requirements X .

D2.2 Yearly updated counter- 2 R i CI i Months
tools step-change 10, 18, 35
assessments I_ _'

D2.3 Final Stakeholder and 2 R Y " Month 34
Practitioners Advisory Y;

Members Report s 2

D2.4 Recommendations of OR | 2 R PU™ [ Month 36
methods for practitioners PARRS

D31 Scenario structuring report | 3 R 4 [cI¥ Month 7
on terrorist plots [ ‘_

D3.2 Detailed historical real 3 RI [ca ¥ [Monthi2
cases 1 _l

D33 Emerging explosive threats | 3 RV [caf Month 24

D4.1 Preliminary to final 4 R Y|’ Months 9,
typology of counter- - 20
measures across the
timeline

D4.2 OR. toolbox for 4 R cO Month 34
stakeholders

D5.1 Categornsing of research 5 R cO Month 9
projects regarding to the
countering of explosives
misuse in terrorist attacks

strial | E.P.E. E

.. in very evident sensitive
cases, such as explosives,
then “Cl” (Classified
Information) is the right
choice! = See the
classifictation Guidance
for EXPLOSIVES.
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Y exactamente, donde en nuestra propuesta?

O Part-B Section 6 “Security” when if the “Activities or results raising security issues: YES”, then, a more
detailed Security Classification Guide (SCG) is necessary to add (6.2), which is a table giving additional

information.

It is also necessary to appoint a Security officer (6.3.1), that can be assisted by a SAB (6.3.2), and you can

also add any other security measures in section 6.4.

6 Security
Please complete this section if your project will involve: _ -

e activities or results raising security issues: ~ Y esIV No -~

e  ‘EU-classified information’ as background orredults: Yes /(No 1\

./

6.1 Security aspect letter
To be provided by commission service during the Grant Agreement pl‘eparation-
6.2 Security classification guide

Annex to the Security Aspects Letter (SAL)
Security Classification Guide (SCG)

Even th
a Se
app“ﬁ
Sectid

at the project will follow

rurity Scrutiny, itis .the :
ant’s obligation 10 fill 0\‘1|
n-6 at |evel of proposa™

Production of classified resulis
o in fion or wanting to access
Subject Classification o
£ level — C tsincluding purpose of the access
Name Responsability Date of pi and planned use
mmiber and name of the delverable proposed  |entities name only - -
Chest i security manager/main contributor
STCADA angities name only contributor
level entities name only contributor
enfities name onky reader only
entihies name only reader only
muber and name of the delverable proposed  |enfities name cnby security manager/main contributor I
Classification | enfities name only contributor
level enfities name only contribuor
enfihies name onhv reader only
mmber and mame of the delverable proposed entities name only security manager/main contributor
Classification  |entities name onby |contributor
level entities name only contributor
enfihies name onhv reader only
mmber and name of the delverable proposed entities name only security manager/main contributor
Classification  |entities name only |contributor
level entities name only contributor
Efties name onh reader only

LN Centro para el
Desarrollo
v Tecnologico
Industrial
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6. Security
e Activities or results raising security issues: NO ——
¢ ‘EU-classified information” as background or 1‘esults:(YES J
-~

6.1 Limited dissemination list

The following deliverables are planned to handle as (business) confidential and only disseminated to project
partners:

Delivery
Deliverable | | . ble name WP Lead Type Dissemination | date™"
No No. | participant | - P level Mareador no
definido.
D11 _ Internal | OTH co M2
commumcation Infrastructure
D1.2 Quality Plan and Project Handbook 1 R coO M3
Di3l W Gl'k Plan and Financial Reporting 1 R co Mi2
— Period 1
D32 W 01'k Plan and Financial Reporting 1 R co M24
— Period 2

Table 3: List of confidential deliverables

6.2 EU classified information

In general. will not involve activities or results raising security issues and does not aim to
involve EU-classified (secret: restricted or confidential) information. However, according to the COM
Decision 2015/444 and the DG HOME's H2020 Guidelines for the classification of information in research
projects, it is foreseen that three deliverables may possibly need classification.

# Title Justification Potential Current

level level

Por ejemplo...

For example:
experience, e.g., e

Expert  with
nd-user or LEA,

expert with security clearance,
expert in data management, etc...

D3.1 End-user needs | In-depth gap analyses. user requirements or | CI (RES-UE | CO (REC)

and operational
requirements

detailed inventories of existing capabilities in
border security systems, assets, technologies,

or CON-UE)

operations or processes should be classified
RESTREINT UE/EU RESTRICTED. If they
add value (e.g. by mcluding criticality analyses
or highly detailed case studies). they should be
classified CONFIDENTIEL UE/EU
CONFIDENTIAL

6.3 Security staff

6.3.1 Project Security Officer

Dr. C has significant experience in project control and review having been involved in most
FP7 and H2020 projects at the administrative and contractual levels. As an experienced reviewer, he will
serve as the Project Security Officer. representing the Security advisory at the Management Board
meetings. His professional background includes 15 years of law enforcement experience and four years in
the role of data protection officer for 1 guard unit operate est Airport. He holds a security
clearance for classified materials up MNATO/EU TOP SECRET level.

6.3.2 Security Advisory board

6.4 Other project-specific security measures

The project handbook will contain additional security recommendations, such as:
e password-protected repository:

e electronic signature solutions:

Eve
a securiW Scr

Section-6 a

o that the project

applican t level of proposal! |

will follow

ut'mV; it is the
jon to ﬁ“ out

f—
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Mas ejemplos...

6.2.2  Security classification guide (SCG)
The S5GC will be updated contimually during the project. The periodic reports will include updated SGC showing how EUCT has been exchanged

during the period.

6.2.2.1 Classified Background

The below reports are background needed in the

Bond-007 project

Annex to the Security Aspects Letter (SAL)
Security Classification Guide (SGC)

———-------_-----
~

-
(JC lassified Background of information }

-_y -
~_-__——-———___—

Report Z

Subject Classification level Origin (Organisation/Project)
DG Home Affairs
EU CONFIDENTIAL
Document X (C-UEEU-C)
EU CONFIDENTIAL DG-JLS
Document Y

(C-UEEULC)

EU CONFIDENTIAL DG-JLS
(C-UEEU-C)
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Mas ejemplos...

6.2.2.2 Classified Foreground
Annex to the Security Aspects Letter (SAL)
Security Classification Guide (SCG)
—_——----"---—-~~~\
(Em&urriuu of classified Foreground of informagioa
--—————-————__—
Subject Classification Beneficiaries involved in production or wanting to access
level Name Responsibility Darte of Comments including purpose
production | of the access and planned use
EU Security Month 3 Final dissemination level will be
RESTRICTED manager/main decided by the Security Board
(E-UEEU-R), contributor
Document XX annex up to EU | contributor
CONFIDENTIA I contributor
L (C-UEEUL)
contributor
contributor
X L s S A gentro mara el
o E:;::g:ng:de la UE CDTI Centro para el Desarrollo Tecnolégico Industrial | E.P.E. " = CD." Jerlgeo
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Mas ejemplos...

G.S Security staﬂ:j

Army members  MySuperCarro project who will require access will have the appropriate level of personal
security clearance, and their ottice or place of work will have the appropriate level of Facilities Clearance,
both of which will be issued by the National Security Authority of that country.

6.3.1 Project Information Security Officer

«

The Project Data Controller Marina Martinez [MDM] will also be appointed as Project Security .\ .
Officer and shefhe will be responsible for leading and advising on all security matters relating to the Better if at proposal level it
MysuperCarro PrOJECt. is included a brief CV of the
6.3.2 Security Advisory Board SAB members and of the

SO in order to demostrate
MySuperCarro Security concerns. Nevertheless DC will chair such a Board, composed by 3 external .
experts who will be designated during the first 2 months of the project, designated to assess security the CapaCIty Of the eXpertS
sensitivity issues collaborating also with AE members having this specific skill and knowledge in case of nesd. a p p0| nted .

The responsibilities of the SAB are: (a) check all deliverables and assess their sensitivity before submitting to

EC. Each deliverable’s cover page shall contain an indication that it has passed the Security Assessment
control and the result of this assessment; (b} Manage the use of security sensitive information within the
project tasks; (c) Manage cooperation on security issues among the project partners; (d) 5afeguard the non-
disclosure of security relevant information within the project interaction with third parties; () Report to the
PCT regarding the dealing with security sensitive information, if needed; (f) Provide overall conclusions that
will be included in a dedicated section

6.4 Other project-specific security measures

MySuperCarro conscrtium will review all potential EU-classified information, throughout the project life,
coordinated by the MySuperCarro Praject Security Officer (the Data Controller Manager) will chair the
Security Advisory Board, promoting also collaboration with the Advisory Board, and report at the Project
Consortium Board meetings, and such material/deliverable will be included in the data management e ; CD." Gearraly
guidelines [T1.4). Where a deliverable needs to be reclassified, it shall only be undertaken with the approwval il I E.P.E. e / ook
of the European Commission. @CDTloficial
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Guidelines for researchers
on dual use and misuse
of research

institutions and funding bodies aim to raise
researchers’ awareness of the issues relating to
dual use and misuse of research and help them
to handle this appropriately. Researchers indeed
have a legal and ethical obligation to prevent

or mitigate as much as possible the risks and
potential damage which may be caused by
malicious use of their research results.

https://www.uhasselt.be/documents/DOC/2017VLIR003 FolderOnderzoek EN DEF 20180212.pdf

Responsibility

Honding research resporsdly requnes the ootw
commt et fom reseach nettutions, undng
bodes, ond ahers. However, the reseachers
concerned a=o play o levy role ond must toket her
resporsibity The reseconcher |5 ndeed best ploced
toossess the Natue ond serousness of potert il
mzuse reintngtothelmendad inowledge, produces
or technologes ond must, i the cooogon orses,
report thes within the reseorch rettution ond o the
funding body (seepont 31

Definition of dual use and misuse of research results

In the ethias 208 ozsenar
the fromewer k of Hon 2on 2 020 the Ewopean
Commesion dainguishes bet ween two conoepts:
on the one hard, the concept of use for dvil weses

N OOewtn

Dual use of research

miliary perpases (desorbed bdow as dud v, ond
m thecther hond the concept of good vemsus bad
uers (describerd bedow om misuse).

inArtick 2of Councl Reguiotion (EC) No 428/2009 ‘dual use iters’ am defned as iawms, inckd ng
of twe re o Smohnology, wivoh be used for both cwvil ond miitry porposes, and shall indude ol

godsufmha:nbau;dbr*-“ loswve vars ond

ok woeopons or other nockor explogve devices.

European leg st on onthe sxport of dunl-wse
Pt (U export cortrol Begulaton No 4 28/2009)
requres that the EU countres toke appropr ot e
cortrol measues tocourte the undesiobieand
uncort ol ied prol fer ation of dudl use tars, sof twae
od knowledge specied an thedud -use cortrol kot
toron-EU courries. Thes meonsthat the espat of
such dudh use ey to non EU courtries 5 sebject
to sutharisation In Europeon egelciondud v
It are defined os tams whichore primor by used
for crl (oocodemioor industy i) purposes, but con
aizobe vd for miory pur poses In ooccordonoe
with Atick £ o Councd Regulation (EC) No £28/ 2009

X7 inany woy in the monuctve of

{the = odlled aatehrall provision), on outhorsation
= dzsoreuired for items wich do not fectue onthe
duch use st ¥ the courtry of destinotion | s sutpect
toon orre embargo andthe items moy beirtended,
n ther ertirety or n part, for o mitary end uss, or

¥ thelterms may be ntended, Inther ertrety or n
part, for the product ion and p rol ferotion of chemicd,
biclogiodl o ruciear weopors of mass destruction
ordther meors o deliveryleg mimies copoble of
ddiver g such weopors) (see part ol

The threeptlas o the cortiol o the ode n dual
U ters o non €U courties (ond for a limted
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https://www.uhasselt.be/documents/DOC/2017VLIR003_FolderOnderzoek_EN_DEF_20180212.pdf

... Y Una vez hemos enviado
nuestra propuesta...



What happens after submission?

As stated in the H2020 Grants Manual, the following proposals will be subject to
security scrutiny:

v All proposals belonging to topics in the Secure Societies WP

v All proposals belonging to calls or topics marked potentially security

sensitive

v Proposals of any other WP, call and topic marked as raising

(potential) security issues by the applicant

v Proposals identified as raising (potential) security issues by the

responsible Project Officer or Call Coordinator

P.e., alguna call de ICT-ciberseguridad, o de Space... aunque el
consorcio no haya indicado nada a nivel de propuesta!
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When is the security scrutiny of proposal taking place?...

Comprobacién Envio de la
Eligibilidad Propuesta

ehglble

I 1. Evaluacmn Individual I

J

2. Reunion del
Grupo de Consenso

No eligible:
exclusion

No supera
umbrales

Informe de Si supera
Consenso umbrales

CR+ESR I 3. Panel de Evaluation I
ESR

I Lista Prioritaria
Decision de la i
Comision

l Decision de la Comisidn I
v

’ ' !




Security Scrutiny Process...

1 What is? - It consists in the analysis of the deliverables and
activities of a proposal regarding the use of background,
foreground or management of secure sensitive information
from the National Security point of view. 2 NOT Confidential
from the commercial/exploitation point of view!

« ldentify security concerns

which deliverables are concerned at which classification level is required

- Verify if the security issues have been properly addressed by the
applicants

i - Assess if classified information will be used/produced, and specifying
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Security Scrutiny Process...

dWho -2 It is performed by the Security Scrutiny Group
composed by experts (they may come from the NSAs or may be
experts in_agreement with their NSAs..) that check the
proposals.

The Security Scrutiny is done by the Security Scrutiny Group, a group of security
experts nominated by the EU Member States and H2020 associated countries,
chaired by the European Commission (DG HOME).

Each proposal is scrutinised by the experts representing the EU Member States
and Associated Countries involved in the proposed project.

Experts use the Guidelines for the classification of information in research
projects to guide them during the procedure. Classification of information used
in and/or produced by research projects will normally depend on two parameters:

1) the subject of the research results (i.e. explosives, CBRN, infrastructure and
utilities, border security, intelligent surveillance, terrorism, organised crime,
digital security and space).

2) the type of the research results (i.e. threat assessments, vulnerability
assessments, specifications ,capability assessments, incidents/scenarios) .
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Security Scrutiny process...

d How = The experts are looking in the proposals: Nature of the
activities & research (from the security point of view), nature &
contain of the deliverables, background information used,
dissemination level of the deliverables (table 3.1.c), partners in
the consortium (i.e., nationality for security agreements with
MMSS or EU, who has access to what deliverables,...), Section-6, ...
any other aspect that may raise security sensitive issues according
the EU Guidance!

As a result, your proposal will be classified such as:

O Proposal with No Security Concerns (NSC)
O No classification but Recommendations for the Grant Agreement preparation
O "Restricted UE" and recommendations for the grant agreement preparation

O "Confidential UE" and recommendations for the grant agreement preparation
O "Secret UE" and recommendations for the grant agreement preparation
J Not to finance the proposal
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Security Scrutiny results...

—->No security concerns (NSC): go ahead with grant agreement
preparation;

2>No classification, but recommendations for the grant agreement

preparation (REC);

—>Classification and recommendations for the grant agreement;
Classification at RESTREINT UE/EU RESTRICTED level (UE-RES)
Classification at CONFIDENTIEL UE/EU CONFIDENTIAL level (UE-CON)
Classification at SECRET UE/EU SECRET level (UE-SEC)

“>Recommendation not to finance the proposal

In this extreme case, a very clear justification must be provided and
demonstrated (eg because some participants do not have the necessary
experience and skills for the management of expected EU classified

information)
Applica t the security scrutiny procedure together
with fqe "Information Letter” vig 2he Participant Portal.
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ARTICLE 37 — SECURITY-RELATED OBLIGATIONS

ARTICLE 3T - SECURITY-RELATED OBLIGATIONS

370 Resslts with o secarily rocommsesdtios
JOPTION | if applicubly o the growt: The bengficiarws st comply suf e swcnrily
recommwendatioen

0t anat o e 1,

For smuny avommendavans raircimg dockeary or divemwaton Sie bovaflowns sy — hofore
disclonwry or duesumtton 0 o thnl povry (ivchaling sded Mord parter, mack s affifanad entiten) -
anfarre e covnfivatr. wiveh sl regues? wr it sppvoral from the [Comoniuio/[Apescr].

Iv s=e of chang ot secarity donlext, the bvnaficiones musd vy B cnoedinsior, shick anat

svmediaily inform the [Cummision [ Apercy] and §f secessary, roguest for Awex ! o e ssvended froe
Arscke 551

JOPTION 2: Not appivcaiie]
372 Classified infarmstion

FOPTION 1 if applicubir ba the growt: The Besvliciarses suat comply wilh Mhe secanty chaaficsiine st
aul m dwvex | (“nearity spwet Mtve (SAL) ' awd “secseity clesafcstun gosde (SOGTH)

Informanue that o chuodfied mur de owsted iv accordence with e nvurty aypeet Rt (UL vl
Diecivian No 2015424 — wntil & s declacndied

Action fasks srvolang clegfivd nformation muy s v advantrocnad withosr price esplicnf wellew
apyproad fow U [Connosion Apescy/.

Iv s=ie of changes ot secority donlext, the bonaficiones musd infover e coonlinsior, shich anat
svmediaidy inform e [Cummiston [ Apercy] and. § secessary, roguest for Awex | o e ssvended fioe
Arscke 5511 JOPTION 2: N oppliicsble |

373 Activitics ssvedying dusl-sse poods or ssgerom materish snd svalstances
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JOPTION 2: Nt appivcabic]
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Sock breaches wuy abio load b sy of the other mesurer described m Clhapver 6.
JOPTION 2: Not appivcalie |
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Security Scrutiny

R Ejemplo -1:

1. Are there any security concerns?

NSC but Recommendations

Yes

Justification

There are security concerns linked to the point that training program may reveals weaknesses in the LEAS operations.

\ 2 Anyrecommendations?
~7-------------------------------_
es

\---’

2A. SAB - Security Advisory Board (DoA section 6.3)
Yes

Justification/Recommendation

As foreseen in the proposal, a Security Advisory Board (SAB) will be appointed. The SAB will support the Project Security Officer (PSQ). The
SAB will consist of representatives from LEAS in the consortium agill have the task of monitoring the dissemination level of the concerned
deliverables in table 12.

2B. PSO - Project Security officer (DoA section 6.3)

Yes

Justification/Recommendation

As foreseen in the proposal, a Project Security Officer (PSO) will be appointed.

2C. Limited dissemination (DoA section 6.1) Most of the times it is
v enough to have a
List of deliverables subject to limited dissemination and further recommendations uue .

Not provided I m ItEd
2D. Other recommendation, if any (DoA section 6.4) dissemination list” to
Y

. only the members of
Justification/Recommendation o e e e the Consortium & EC

" ’

The following deliverables may ‘w be accessed by the consortium and the EC {LOL_ )
D3 .4 Diagnostic assessment and prﬁﬂﬁg'ﬂ’aﬂepy ——
D4 4 Analysis of components of training methods

D4 5 Cyber-experience evaluation assessment requirements and methods

D51 Training delivery and authoring Platform architecture and specification

D5 2 Training delivery and authoring Platform - “Field-trials ready” release

D7.3 & 7.4 Results & assessment of the Field Test

p.e., and to monitor
the content of the
spoted deliverables by
the SAB.

A public version of these deliverables, approved by the SAB, may be released to the general public.




Security Scrutiny

[ Sane: Securiymsues T oo o oo oo oSsSSSSSSS Ejemplo-2:

1. Are there any security concerns?

Yes

EU Restricted

Justification

--_,

This project contains EU classified information and may therefore raise security issues, in particular regarding threats to the hospfraifheaﬁhl

‘ infrastructure. ¥4

Yes

2A. SAB - Security Advisory Board (DoA section 8.3)

Yes

Justification/Recommendation

The project must set up a Secunty Advisory Board (SAB) to address security matters and ensure the proper handling of sensitive and
classified information. The SAB should also review deliverables prior fo dissemination.

2B. PSO - Project Sscurity officer (DoA section 6.3)

Yes

Justification/Reacommeandation

The project must appoint a Project Security Officer {PS0) to support the work of the SAB.
2C. Limited dizszemination (DoA saction 6.1)
No

List of deliverables subject to limited dizsssmination and further recommendations
Not provided
2D. Other recommendation, if any (DoA section 6.4)

Yes

Justification/Recommendation
The following defiverables may only be accessed by the EC and the consorium (CQ):

D4 3and Da.2.
3. Classifisd information? (MGA articls 37.2, DoA annex 6.2)
[N Centro para el
YES oo Desarrollo
. =g COTIEE
3A. Restreint UE’EU Restricted? (DoA section 6.2 - SCG) @CDTloficial

Yes



e —— Ejemplo-2:

P E-A. Restraint UE'EU Restrictad? {Dnﬂ"b‘ien 8.2 - SCG)

(v I EU Restricted

-~ -
----——-———_——

List of deliverables with Restreint UE'EU Hastncted _gl;;aﬂmpnpmqj_urthur rucommendatlona
The following deliverables should be dﬁs’ﬁed as EU RESTRICTELVRESTREINT LE: .’“J

-~—--———-————___—

D22 operational scenarno and user needs
D3.1: system design
D4 2- Dynamic nsk assessment software tool
[D5.1: Radar technologies for healthcare infrastructures protection
D6, 1: Sensor network for indoor survelllance at the hospital
D7 1: Architecture and design of the cybersecurity subsytem
D7.2: Cybersecurity subsystem
Ds.1: Network resilience subsystem design
D8.2- Network resilience subsystem | ﬁemﬁg‘r@mﬁ@_ ——

— - - -y - -

A public version of m& ,EU HESTH!C TELVRESTREINT UE deliverables, approved by the SAB, may be mfeaseg ,
p—
3B. Confidentiel UE/EU ConfidentialT (Do SECTICH G2 w0 @Y == == m = = == == == == == = =

No Contact your NSA in order to
List of deliverables with Confidentiel UE/EU Confidential classification and further recd  KNOW the security conditions
Not provided that you have to fulfill at
3C. Sacrat UE'EU Secrat? (DoA saction 8.2 - SCG) .

No national level!

List of deliverables with Secret UE'EU Secrst classification and further recommendations

Not provided

4. Recommendation not to finance the proposal?

No

‘ | Er';:;g;gfde o UE CDTI Centro para el Desarrollo Tecnolégico Industrial | E.P.E. o rem ¥ [:[]Tl Roniago
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'Gtﬁu? BeCurityissues

| 1. Are there any security concerns?

Ejemplo -3:
Security Scrutiny E U CO nfidential

--------------------------~

Yes

Justification

-_—— . .. ®

\ The proposal deals with critical infrastructures which may raise security issues and involves EUI classified information. ]

------_----------------------------’
2. Any recommendations?

Yes

2A. SAB = Security Advisory Board (DoA section 6.3)

Yes

Justification/Recommendation

As foreseen in the proposal, the project must set up a Secunity Advisory Board (SAB) comprising individuals with experience in secunty
matters, including end-user representatives. The SAB should re\g@ all deliverables prior to dissemination. SAB members must have the
appropnate secunty clearance.

2B. PSO - Projact Sscurity officer (DoA section 6.3)

Yes

Justification/Recommendation

As foreseen in the proposal, the project must appoint a Project Security Officer (PSO). The PS5O should support the work of the SAB. The
PS0O should have the appropriate security clearance.

2C. Limited dizzsmination (DoA section 6.1)
No

List of deliverables subject to limited dissemination and further recommendations

Not provided

2D. Other recommendation, if any (DoA ssction 6.4) Special measures should be taken by
e members of the consortium dealing with
* EU-Confidential information = P.e., special
i DR CDTI Centro para el Ded  security zones in their premises, encrypted
@EsHorizonte2020 communications, etc... 2 Contact your NSA




Justification/Recommendation

The following deliverables may only be accessed by the consortium and the EC (CO):
D12 2526 31,32 35312, 4244, 53,62 63,87,88,091,82 06and9.7

3. Classifiad information? (MGA article 37.2, DoA annex 8.2)
Yes

3A. Restraint UE'EU Restrictad? (Dol saction 8.2 - SCG)

Yes

List of dalivarables with Restreint UE/EU Restrictad claszilication and further recommendations

The following deliverables should be classified RESTREINT UE/ELI RESTRICTELD:
» [11.3 Risks, Threats and Vulnerabilities

« D3.3: Components for information processing and management (interim)

« D3.4: Components for informanion processing and management (final)

« D4 1 Business Case 1 Scenano Definition

« D4 5 Business Case 1 Performance Evaluation

« 05.2 Business Case 2 Components Customized

« T6.1: Business Case 3 Scenano

» 6.4 Business Case 3 Pilot Execution

= 6.5 Business Case 3 Performance Evaluation

» D7.7, \ipisen et b=torw g e e i a&d recommendations for cyber-physical resilience of EU Gas.
,4{ Confidential UE/EU Confidential? (DoA saction ﬁ‘SCG}
N g
~ R

_—ay -
List of deliverables with Confidentiel UE/EU Confidential classification and 1

The following deliverables should be classified CONFIDENTIEL UE/EL CONFIDENT]
= 05 1 Business Case 2 Scenano Definition

= 5.4 Business Case 2 Pilot Execution

= 5.5 Business Case 2 Performance Evaluation

« D7 .1: Validaton plan

« D7.6: Overall validation an:ﬁ:e;fo;!:?a_m_e_eg-fuﬂmﬂ— e -

- -
Flease note thar a per(%nef secunty clearance (PSC) is required to handle CONFIDENTIEL UEEU CONFIDENTIAL anormar@

—~ -
_— -
O

ommendations
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Ejemplo -3:
EU Confidential

In case of EU-
Confidential, the
personnel dealing with
this information
whould have SECURITY
CLEARANCE
accordingly... in
addition of physical
security means of the
place of research, data
security management
and handeling,
appropriated
communitation
systems,... 2 Contact
your NSA




When the participant receives the ESR and

the information letter, if the project rises

Classified Information, that is, EU-

RESTRICTED and above, you should contact

your NSA or your delegate (ask to you NCP),

in order to get detailed information of your > <
national security instructions to be fulfilled. -

Final recommendation:
If you envision that your project may rise
security sensitive information of may have Cl, [

it is worthwhile to contact your NSA in order
to prepare your organisation, for instance, in
case of need specific conditions in your
premises, etc...
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Contacto con la Agencia Nacional de Seguridad
(NSA) para proyectos de Program Marco
(también valido para otros programas de [+D+i)

Punto de Contacto ONS para programas
internacionales (pre-award)

programas.ons@areatec.com
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Siguenos:
@h2020_seguridad

Linked m Grupo: Horizonte2020 Sociedades Seguras

www.eshorizonte2020.es
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https://www.linkedin.com/groups/12019519

