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“We like to think of this particular 
ship of state, like all our ships,  
as an embassy, an intelligence 
station and a launchpad for aircraft. 
Over the next couple of days,  
it is also a launch pad for ideas.” 

Admiral Tony Radakin CB ADC,  
First Sea Lord, Royal Navy



Foreword from Lord Sedwill

Between 20th & 21st October 2020 I was delighted to chair the third  
Atlantic Future Forum convened onboard HMS Queen Elizabeth in 
Portsmouth, UK. Hosting the event had its challenges, especially 
COVID-19, but I was pleased that this did not deter us from meeting  
to discuss the challenges of our time. With my thanks to our strategic 
partners, Microsoft for hosting us so expertly online, and our excellent 
production team, the Forum persevered. Over 800 people were able to join 
us online. A fantastic achievement. 

This year, the global pandemic demanded that we took an unflinching look 
at what it had exposed and the lessons that we needed to apply to restore 
the stability, prosperity and sustainability, which had kept us all safe since 
the Atlantic Charter was signed nearly 80 years ago. 
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Resilience was a key theme and the role of our transatlantic alliance has never been more relevant. The breadth 
and interchangeability of our partnerships is what gives us a competitive advantage that our adversaries cannot 
match. This theme also extends across all who we work with, in particular our strategic partners from the defence 
and technology sectors, who we look to help us keep up with the fearsome pace of change that technology brings. 
This year we were honoured to have significant representation from NATO and hear from the Secretary General 
about how we can work together to meet these future threats. 

In our discussions with our specialist partners, the theme of agility reoccurred constantly. To ‘keep up’, all of us 
are going to have to reach a wider talent pool in other sectors and adopt more agile procurement and deployment 
practices at the pace.

Our conversations also covered the two newest defence domains, cyber and space. In the cyber, we discussed 
how to achieve resilience in our own increasingly interconnected digital systems, while developing full spectrum 
capabilities that can continuously compete with and deter our adversaries below the threshold of warfare. Our 
discussions on space revealed that our standards and values will be just as important if we are to collectively 
protect this new domain in the 2030s and beyond.

The other big issue this year was trade. It was apposite to reflect on the importance of promoting rules-based free 
trade that can serve the interests of our citizens, anticipate future shocks and withstand the distortions of state 
economies and other monopolies.

Next year is a big moment for the Atlantic Future Forum. Combined with the 80th Anniversary of the signing of the 
Atlantic Charter, 2021 is the first time we taking the forum to Indo-Pacific. A really exciting opportunity. I hope we 
can build on the success of 2020, and make the forum the place to bring together the discussion on economic and 
prosperity security along with trade, defence and security. That is what is truly unique about this forum.

Please enjoy this report, reflect on the themes and insights that it contains. I look forward to seeing you all again  
in 2021.

Lord Mark Sedwill KCMG FRGS  
Chairman, The Atlantic Future Forum



Day 1 of the third Atlantic Future Forum got under way in the aircraft hangar 
of HMS Queen Elizabeth, docked in Portsmouth, with welcomes from the 
ship’s Captain and the First Sea Lord. Admiral Radakin remarked, ‘We like 
to think of this particular ship of state, like all our ships, as an embassy,  
an intelligence station and a launchpad for aircraft. Over the next couple  
of days, it is also a launch pad for ideas.’. 

In a video message from Number 10 Downing Street, Prime Minister Boris 
Johnson called for those present to put their minds together to tackle the 
challenges posed by an extraordinary year, saying, ‘If we’re to rise to the 
level of events and match our policies to the scale of the challenge, we 
need the insights of our academics, the technology and ingenuity of our 
defence industries and the perspicacity of our service chiefs. We need to 
hear from our business leaders as we champion free trade and secure our 
prosperity after the pandemic.’

The day’s agenda reflected the breadth of those challenges, beginning with 
a walk through the most pressing trends, shocks and guiding principles in  
a speech from AFF Chairman Lord Sedwill. Following a message of support 
from US Head of Naval Operations, Michael Gilday, the first panel session 
considered the future of multilateralism and global competition in such  
a disrupted world, while the second addressed how to establish resilience 
for our interconnected institutions and critical infrastructure in a world of 
digital threats. Hypersonic weapons and other technological disruptors 
were then discussed, along with the competitive advantage which could be 
leveraged through interchangeability among our allied navies. 

The forum then moved to the wider issues faced by the Atlantic Alliance. 
Climate change, energy security and the road to net-zero were covered, 
before the final session switched to the future of globalisation and 
reshaping the trade agenda between the US and UK.

Day 1: 20 October
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This year’s Atlantic Future Forum opening panel 
session brought together a distinguished panel of 
experts, moderated by renowned BBC journalist Samira 
Ahmed, to explore the future of multilateralism and the 
Western Alliance, and how the geopolitical landscape 
will change as a result of Covid-19. Angus Lapsley, 
Director General Strategy and International at the UK 
Ministry of Defence, was joined by Peter Frankopan, 
Professor of Global History at Oxford University and 
author of The Silk Roads, along with Professor David 
Kilcullen, former soldier and diplomat and author of The 
Dragons and The Snakes.

Panel Session 1
The Future of Global Competition in a Disrupted World

All the panellists noted that Covid-19 had triggered an 
intensification of pre-existing great power competition 
and flux, in which China especially was advancing a 
competing vision of systems and values to those of 
the Western Alliance and in which multilateralism was 
being eroded by more aggressive nationalism. All also 
agreed that policy makers and defence analysts had 
largely failed to fully appreciate these trends and their 
significance before the pandemic brought them into 
sharper relief. 

Why? For Peter Frankopan, the signs had been  
there for the previous two or three decades, but  
a critical focus fixed on China and Russia had not been 
matched by sufficient self-criticism, with some naivety 
and smugness driving misguided assumptions that 
these and other more authoritarian countries wanted 
to follow our ‘trajectory’. Additionally, our systems are 
‘not well designed to look at what we don’t recognise’ 
and the gaps in our understanding of change were 
further exposed by the acceleration and compression 
of that change driven by technology and globalisation. 
For David Kilcullen, the ‘tunnel vision’ that missed the 
pandemic and its implications was also the legacy  
of our national security capabilities being primarily  
devoted to countering violent Islamic extremism in  
the preceding period. Unilateral actions in that pursuit 
had inthemselves undermined the world order that we 
might be missing, ‘destroying the haystack in pursuit  
of a needle’.

So, amidst greater competition and disruption of the 
old world order is multilateralism doomed? Not so, 
thought Angus Lapsley. Nation states still matter and 
some multilateral bodies, such as NATO, protect those 
nation states with the stability and security that they 
need to navigate this tough era. Multilateralism provided 
the unified response in ‘calling out’ Russia over the 

4

“We had tunnel vision on terrorism”  
- David Kilkullen

“Multilateralism is a posh word for 
maintaining the status quo”  

- Peter Frankopan

Skripal poisoning in the UK and will be the means by 
which even the greatest rivals will address climate 
change. David Killcullen concurred, identifying two new 
competing visions of multilateralism: a Chinese version 
that seeks to penetrate and control existing institutions 
such as the World Health Organisation or the UN to 
advance their interests, and a new alternative to the old 
US led model of the last 20 years. He called this new 
model ‘leading from the middle’, in which the power 
of the many middle powers is aggregated to pursue a 
‘self-reliant and assertive policy’. He cited the example 
of Australia holding China to account for the outbreak 
of Covid-19, with the support of around 25 other middle 
powers and the subsequent support of the US as an 
example of effective multilateralism. The proposed D10, 
a group of 10 leading democracies (the current G-7 
members, plus South Korea, India, and Australia) might 
provide another model.

But Peter Frankopan warned that multilateralism was 
usually a ‘posh word for maintaining the status quo’ 
and finding safety in numbers. Disruptors such as Iran 
know that disruption is chaotic and messy but also 
cheap and effective – they have conducted three cold 
wars concurrently over 40 years with a budget at 3% 
annually of what the US spends. Other states can  
learn from this. Such countries that don’t seek to 
conform present challenges that can only be met if 
multilateral responses adapt beyond trying to maintain 
the current order.

And what of the future of globalisation? Angus Lapsley 
noted that free trade remains attractive for the most 
successful states, but that we would see more focus on 
vulnerabilities as states ‘tool up for a more competitive 
age’ while also responding to climate change. Picking 
up on Admiral Michael Gilday’s comment that ‘Our 
global economy floats on seawater’, David Kilcullen 
noted that China was becoming a global maritime 
power, with the ability to project power and disrupt 
other naval powers globally for the first time since the 
15th century. As climate change opens up sea routes 
in the ‘high North’, China seeks to assert itself as a 
declared ‘near Arctic power’ and the Poles will become 
increasing zones of competition for trade, exploration 
and maintaining supply chains in a more de-globalised 
world order. Peter Frankopan added that space and 
other global ‘choke points’ such as the Mediterranean, 
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Horn of Africa, Caribbean and the South China Sea as 
the scene of other competition.

Asked for their greatest imperatives for securing peace 
and prosperity for the future, Angus Lapsley cited the 
maintenance of active US support – its weight and 
thinking – in tackling the Western Alliance’s shared 
challenges. David Kilcullen stressed the prevention of 
any self-fulfilling prophesy towards a US-China war by 

leveraging the independent and assertive role of middle 
powers, avoiding ‘safetyism’ and reviving the NATO 
notion of deterrence through resilience. Finally, Peter 
Frankopan noted the danger of working in silos and 
‘looking for problems that you recognise’, and flagged 
the need join up the silos, look for the unexpected and 
‘never think this is as bad as it gets’.



“To build back better, build back greener and 
build back a more peaceful and resilient world 
– that’s why this forum is so important” 

Rt Hon Boris Johnson,  
Prime Minister of the United Kingdom
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The first session of the day looked at how we can best 
protect our institutions and critical infrastructure from 
concerted attacks and disruption from malign actors. 
The panel was made up of Mike Beck, Global CISO 
at AI specialists Darktrace, Richard Meredith, Deputy 
Chairman of Digitalis, Vice Admiral Ross Myers, 
Commander, US Fleet Command and Commander US 
10th Fleet and Dr Deborah Petterson, Deputy Director 
at the UK National Cyber Security Centre.

Dr Petterson began by describing a significant shift  
in thinking and practice in the UK, resulting in a ‘really 
deep partnership’ between the NCSC, part of GCHQ, 
and the commercial companies running our critical 
national infrastructure. Where previous approaches 
could be described as ‘bollarding’ obvious vulnerabilities 
like airports, more recent efforts had focused on 
mapping the nation’s key digital infrastructure to identify 
the ‘crown jewels’ in the interconnected telecoms, 
energy and financial systems, and work with the 
commercial sector to protect them. The resulting Cyber 
Defence Ecosystem allows the sharing of critical 
information, including some that would have previously 
remained restricted as secret, at machine speed to 
protect these assets. As a result of this necessarily 
deep partnership and its ‘pioneering trade craft’, ‘the 
day to day defence of the homeland is being done by 
commercial enterprises’ with the active, daily support  
of the state.

For the US, only weeks away from elections, Vice 
Admiral Myers described election security as the 
‘number one mission’, noting that the US and UK had 
cooperated previously in protecting each other from 
malign Russian attempts to influence their elections. 
Richard Meredith saw Russian disinformation activity 
as having its roots in ‘a playbook that Vladimir Lenin 
came up with about 100 years ago: trying to shape 
perceptions and instil mistrust in institutions through… 

Deliberative Session 1
Building Resilience in a World of Digital Threats

the parlaying of half-facts and untruths into the  
public discourse’. During the Covid-19 pandemic  
the opportunities presented to our adversaries were  
self-evident and Russian attempts to undermine 
confidence in the UK’s vaccine development through 
propagating the false ‘monkey vaccine’ story was just 
one example.
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“Through resilience you’ll find deterrence”  
- Vice Admiral Myers

In response to such threats, Dr Petterson described 
how protecting the UK’s National Health Service 
and Covid-19 vaccine development has prompted 
‘pioneering trade craft’ developed in partnership with 
affected sectors and allies. This is under a guiding 
strategy to ‘make it too hard and expensive for our 
adversaries’ by making them use up ‘their equity 
and their A-teams’. For Vice Admiral Myers, ‘through 
resilience you’ll find deterrence’ and Mike Beck echoed 
this in describing how the commercial sector had shown 
real resilience in adapting to both Covid-19’s restrictions 
and malign interference through investment and 
advances in technology. He added that ‘I do think there 
is space for the state to fight back more’.

All recognised the challenges and opportunities in 
resilience presented by the ever-increasing pace of 
technical change, especially with AI. In developing 
digital applications Vice Admiral Myers pointed to  
a need to focus on the ‘validity and sanctity of data’.  
Dr Petterson noted that you ‘still need the smart minds 
behind the AI’ and that the prospect of Smart Cities and 
a world where we have no choice but to rely on digital 
technology, ‘you need to be proactive in securing those 
data rich environments’.



This session explored how we can use new 
technologies to maintain an operational advantage 
over our adversaries and defend ourselves against new 
and extreme threats, as posed by hypersonic missiles. 
The panel consisted of Bryan Rosselli, Vice President 
of Strategic Missile Defense at Raytheon Missiles & 
Defense; Air Vice-Marshal Lincoln Taylor, Chief of Staff 
Capability, Royal Air Force; Mark Jenkins, Director for 
International and Policy, U.S. Missile Defense Agency; 
and Rose Gottemoeller, Former Deputy Secretary 
General of NATO, Lecturer at Stanford University.

Raytheon’s Bryan Rosselli began by defining 
hypersonics, as applying to missiles capable of speeds 
in excess of Mach 5, combined with the manoeuvrability 
and range to stress current missile defence systems.  
In describing the requirements for effective defence, 
 he explained how it required layers, from diplomacy 
and deterrence measures through to AI-enabled 
systems of systems that can respond with the requisite 
speed and accuracy to defeat the missiles. Developing 
these are expensive, so the benefits of any measure 
have to outweigh the costs and development required 
collaboration across alliances.

Deliberative Session 2
Hypersonics - Combating New and Extreme Threats to our Security

Vice Marshall Lincoln Taylor and Mark Jenkins both 
concurred on the need to integrate layered systems 
and to make better use of existing systems such as the 
patchworks of sensors employed by different nations 
around the world to achieve what Mark Taylor called 
‘persistent surveillance’.

Rose Gotternoeller’s experience as the former Deputy 
Secretary General of NATO and her role at the U.S. 
Department of State negotiating the START missile 
control treaty, led her to note the value in diplomacy  
and governance in controlling the proliferation of  
new weapons. 

Some, such as the Russian ‘Avant Garde’ 2 stage  
ICBM based on the SS19 system could fall under 
existing frameworks while other new technologies not 
limited to ‘large hardware’ would require new criteria 
and surveillance measures. 

Meanwhile, our own development of defensive and 
offensive systems needed to continue in partnership. 
Mark Jenkins noted how successful development 
depended on clear policy and requirements by our 

8

“Hypersonics are a real threat – a strong 
defence will have to involve evolutionary 

and revolutionary technologies”  
- Bryan Rosselli

governments, then letting industry and academia 
innovate to find the solutions. Allies benefited from 
sharing science and technological advances, comparing 
roadmaps and architecture analyses and collaborating 
in developing novel technologies. He and Bryan 
Rosselli noted the gains made by multilateral exercises 
like 2019’s Formidable Shield and looked forward to the 
next exercise, due to be hosted in the UK in 2021. 

Asked what the key attributes for effective defence 
against hypersonics were, the panel agreed that the 
most critical were robust cyber defences to protect 
systems’ command and control and battlefield 
management communications, combined with system 
redundancy and the diplomatic means to deescalate 
situations in which these systems might be used. 



“At this time of global 
uncertainty and evolving 
adversaries, it is vital  
we continue to work 
together with the United 
States to strengthen our 
special alliance” 

Rt Hon Ben Wallace MP, 
Secretary of State for Defence
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This session brought together the First Sea Lord, 
Admiral Tony Radakin, and the US Navy’s Assistant 
Secretary, James Guerts, to discuss the concept  
of interchangeability.

Fireside Chat
Interchangeability in a Bi-Polar World
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“We are trying to drive a new standard, 
to go even higher and recognize that 

interchangeability is going to be an even 
stronger feature in the future”  

- Admiral Tony Radakin

Admiral Radakin began by explaining interchangeability, 
as distinct from interoperability. Where interoperability 
denoted the ability to work with allies by being 
able to understand and cooperate with each other, 
interchangeability was a new standard of full integration 
and shared endeavour. The most immediate example 
could be found in the pilots flying HMS Queen 
Elizabeth’s F35B jets, drawn from the US Marine Corps 
and the Royal Navy and fully integrated as one crew. 
Similarly, interchangeability could be found in our  
two countries’ submarine fleets operating under the 
North Atlantic.

Interchangeability was also the concept behind a 
new agreement signed with the US to jointly develop 
new capabilities in four areas: underwater, carrier 
programmes, marines and technology. An example was 
the work being done to integrate the new Distributed 
Warfare doctrine for the US Marine Corps with the 
Royal Marines’ Future Commando Force concept.

“There is a humility in not judging ideas  
by their origin, but boldness to leverage 

and speed-line them into the field”  
- Assistant Secretary James Guerts

Secretary Guerts began his comments by saying 
‘there’s no more important time and no more important 
issue’. Echoing Admiral Michael Gilday, the US Navy’s 
Chief of Naval Operations earlier in the day, he 
emphasised the need to protect ‘freedom of manoeuvre 
for commerce’ through these new capabilities, adding 
that ‘99% of the internet goes underwater’. Our ability 
to scale and transfer these capabilities was directly 
related to our ability to work together and it was 
interchangeability that would provide an enduring 
competitive advantage.

Crucially, interchangeability was about the ability to 
find and exchange good ideas, then rapidly turn them 
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“And the power of these Tech Bridges  
is they’re not on bases, they’re not 

behind barbed wire, they’re not just only 
a requirements-pull. It’s a way that we can 

get idea-push and accelerate that”  
- Assistant Secretary James Guerts

into reality. To that end, Secretary Guerts announced 
that a ‘tech bridge’ would soon be established in 
London, to tap into innovation outside the military in the 
tech sector, academia and anywhere else where the 
brightest ideas might be found. Sharing those ideas 
with UK counterparts, the emphasis would then be on 
scale and speed, taking the right vision and then quickly 
acquiring and fielding the technology to get it ‘into the 
hands of marines and sailors on both sides of the pond 
in this new interchangeable force’.

Recalling the need for disruption and agility noted by 
Peter Frankopan in the earlier session, Admiral Radakin 
acknowledged a dilemma that big institutions face  
in seeking to acquire new ideas and technology, then 
execute them successfully across large, sometimes 
multilateral, organisations. In response, Secretary 
Guerts noted the value of ‘strong relationships with 
different perspectives’ when testing and developing 
ideas and coined the term ‘bold humility’: ‘humility in  
not judging ideas by their origin, but boldness to 
leverage and speed-line them into the field’. The tech 
bridges, of which there are 12 in the US and the London 
tech bridge ties in with an accelerator programme 
already initiated by the Royal Navy. This provide the 
means of opening wider, then generating ‘idea push’ 
that can rapidly execute and scale innovation to 
leverage an enduring competitive advantage, as has 
been successfully achieved among the US and UK 
special operations community. For him, success lay in  
a three-step process: ‘have a vision of the future, build 
scalable platforms, then experiment relentlessly’.

On the challenge of keeping up with the pace of 
change, the First Sea Lord noted the Chief of the 
Defence Staff’s direction to all Chiefs of Staff to place 
new emphasis on experimentation, something that while 
‘not a lost art’, was not as strong a part of the military’s 
culture as it used to be, to great effect. While he saw 
much success at working with industry to develop 
prototypes, the challenge remained to progress these 
rapidly into proper programmes, against a backdrop  

of ongoing revolution. The other challenge to achieving 
scale was ‘how we generate the cash to invest in the 
good ideas’, not just relying on government handouts, 
but being prepared to ‘look at our own organisations 
and take some very tough decisions… to opt away from 
the status quo in order to be able to invest in the new, 
exciting things’. Sharing ideas and challenging each 
other was part of doing this cost effectively.

Allied to this, Secretary Guerts noted that by achieving 
‘velocity of learning’ through interchangeability and 
initiatives such as the tech bridges, decision making is 
eased and the value of accommodating disruption and 
working more widely to innovate outweighs the risks.

Turning to tangible ‘things’, rather than just concepts, 
Admiral Radakin cited three: firstly, the significance 
of the US investing an air wing onto another nation’s 
carrier, as an indicator of real trust and confidence; 
secondly, a joint programme developing an extra large 
underwater drone, being built in Plymouth; and thirdly, 
the development by the UK of a mechanism to control 
drones and allow them to communicate with each other, 
which would be shared with the US. For Secretary 
Guerts, the ability to adopt kit and technology already 
proven by an ally was in line with his belief that ‘the  
best form of R&D is rip-off and deploy’ and as the 
sharing of innovation helped achieve ‘network 
speed’, he saw the excitement felt by young officers, 
empowered by the licence to test ideas for relevance 
and share knowledge.



“We’re living in this period of time that is certainly  
not necessarily war but doesn’t feel entirely like  
peace either. It’s this grey zone where we see these 
constant cyberattacks” 

Brad Smith, President, Microsoft
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Beyond Covid-19, the next most pressing global 
challenge to security and prosperity is tackling climate 
change. As conventional power sources begin to 
dwindle, ensuring energy security and the security 
of our critical infrastructure will be essential. With the 
global demand for energy increasing and the need to 
tackle climate emissions ever more urgent, this session 
focused on the future of low-carbon alternatives and 
how our nations can meet net-zero targets by 2050.

Expert Panel 2
Climate Change and Energy Security - a Post-Carbon World 

The panel consisted of Rear Admiral (ret’d) Michael 
Hewitt, US Navy and CEO, IP3; Elsa Palanza, Global 
Head of Sustainability & ESG, Barclays; Nick Bridge, 
the UK Foreign Secretary’s Special Representative 
for Climate Change; and Eamonn Ives, Energy and 
Environmental Advisor, The Centre for Policy Studies.

Nick Bridge opened the discussion by outlining the 
UK’s commitment to reducing its carbon emissions 
and success to date in transitioning its energy sector 
to clean energy. Having been the first nation to enact 
binding legislation to reduce carbon emissions in 2008, 
it had updated this to take 5-yearly steps towards 
achieving Net Zero by 2050. To this end, the UK had 
transitioned from generating 40% of its power through 
coal to mostly zero within five years, through the largest 
scale adoption of offshore wind production in the world, 
enabled by the significant fall in costs. Applying the 
maxim of ‘Must we do it? Can we do it? Will we do it?’, 
the UK had achieved a transformation of its energy 
systems and now needed to turn to other areas such  
as transport and land use.

Michael Hewitt offered a more global perspective for 
the challenge and imperative of achieving this kind of 
transformation. Currently, of the 7 billion people in the 
world, over 1 billion have no access to electricity – 600 
million in Africa alone. This was a national security issue 
as much as a development challenge: electricity leads 
to prosperity, which tends to reduce national security 
threats. However, even as clean energy technology 
becomes cheaper and more widely available, the scale 
of the demand for electricity is outpacing the conversion 
curve, so emissions continue to rise. 
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“The UK and US can follow carbon-zero 
policies and collectively we move the 

climate change curve back 6 years. We 
have to address the global perspective  
of climate change and not simply our  

own domestic objectives”  
- Michael Hewitt

“Never waste a crisis – we cannot meet 
climate goals and avoid catastrophe if  
we don’t build back in a different way”  

- Nick Bridges

In response, Nick Bridge acknowledged the 
international challenge of ever-increasing demand, 
noting that half the necessary global reductions need 
to come from China. The only way to motivate the 
necessary change was to appeal to their interests by 
promoting the ready benefits of cheaper, cleaner energy 
through renewables. Indeed, China’s announcement of 
a $60 Billion global de-carbonising plan showed they 
too recognise the imperative to drive change at scale.

From the perspective of the private sector, Elsa Palanza 
outlined the way risk and opportunity were shaping 
progress. On the risk side, financial risks such as 
stranded assets or physical risks from climate change 
to supply chains and assets were providing incentives, 
along with the significant social contract pressures 
where all stakeholders expect the private sector to 
show a lead. On the innovation and opportunity side, 
the constant and increasing demand for cheaper, 
cleaner energy was driving development in renewables, 
nuclear and the hydrogen sector, where there was the 
biggest attainment gap. The role of the private sector 
was not just to steward the nascent technology, but to 
also provide transition finance and support for existing 
businesses and supply chains to make the necessary 
transition. Enabling this lay in de-risking investment and 
finding new conduits to get finance flowing.

To what degree had the Covid crisis stalled or reversed 
progress? For all the shorter-term revival of plastic 
bottle use and other expediencies, Eamonn Ives noted 
that many shifts in everyday practice, such as reduced 
use of fossil-fuelled transport would endure. Nick Bridge 
agreed, saying ‘Never waste a crisis’ and noting how 
quickly the narrative of ‘build back better’ had gained 
political capital. Now that it’s cheaper to be cleaner, and 
with the common need to half emissions by 2030, this 
narrative would only strengthen, and Covid had actually 
given some institutions time to plan better, such as the 
UK government as it prepares for COP 26 next year. 
And how to further incentivise change for businesses 
and institutions? Eamonn Ives had two words:  
carbon tax.

Michael Hewitt reiterated the opportunity from a national 
security perspective. Where no one in NATO would 
debate that climate change is a national security issue, 
a nation’s contribution of GDP couldn’t just be spent on 
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hardware, but should be tied to progressing the global 
transition. Meanwhile countries such as Germany, 
which eschewed nuclear power post- Fukushima, would 
have to weigh up the energy sovereignty risks of relying 
on the Nordstream 2 pipeline’s Russian gas.
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“Together, integrated, 
postured, the whole is very 
much more than the sum  
of it parts” 

Air Chief Marshal Sir Mike 
Wigston KCB CBE ADC, 
Chief of the Air Staff



The global pandemic has had an immediate and 
unprecedented economic effect, disrupting businesses 
and supply chains across the world. In the wake of this 
crisis, many have predicted the end of globalisation 
with protectionism increasing and international trade 
becoming more fragmented than ever. This panel 
discussed how we strengthen our trading relations  
and reshape our agenda in this new world to build  
a Euro-Atlantic neighbourhood which enables trade  
and prosperity. 

The panel consisted of Jes Staley, Group Chief 
Executive, Barclays; Rt Hon Elizabeth Truss MP, 
Secretary of State for International Trade; Robert 
Lighthizer, US Trade Representative; and Alderman 
William Russell, Lord Mayor of the City of London.

UK Secretary of State, Liz Truss began the session 
by noting that while key supply chains for food or 
medicine had held up during the pandemic, the UK’s 
exposure to some import and export markets had led 
the government to conduct ‘Project Defend’, a look at 
the UK’s critical supply chains to see how exposure 
could be reduced. While some called for greater 
autarchy or self-reliance, she sought more resilience 
and diversity in supply through global trade. The free 
trade negotiations with the US, now at Stage 5, and 
others with ‘like-minded’ countries such as Japan 
and the CPTTP countries was in line with a strategy 
to achieve ‘high standard, rules-based trade’ while 
challenging those who seek to undermine it. She noted 
the arrival of a new Director General at the World Trade 
Organisation, and said while ‘there is no doubt that 
there needs to be reform’ at the WTO, protectionism 
was not the answer. Rather, she sought a rules-based 
world order that can cope with any future shock.
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“By working with our allies around the 
world, of which the US is critical, we can 

improve world trade and seek a world 
order where rules are followed”  

- Elizabeth Truss

Expert Panel 3
The Future of Globalization and Reshaping the Trade Agenda

“We have to have a functioning way to 
push back against the distortions that 

come from large, non-market economies”  
- Robert Lighthizer

US Trade Representative, Robert Lighthizer, broadly 
agreed but had ‘a more complicated view’. The lessons 
he drew from Covid-19 was that the US had learnt 
the need to have enough PPE and medical supplies 
available in the US, which suggested manufacturing 
more of these things within the US, given nations’ 
tendencies to put their own supply needs first. However, 
he guarded against drawing too many conclusions 
for ‘something that probably won’t happen again in 
the lifetime of our children’. For him, the free trade 

imperatives present now had existed before the 
pandemic and he was confident that the US and UK 
would have ‘a good trade agreement that serves the 
interests of the US and the UK.’

Jes Staley’s observations on the lessons for free trade 
from Covid centred on the need to note that the volume 
of trade of services exceeded that of goods and that the 
free flow of intellectual and financial capital around the 
world was key to economic recovery and trade. Of the 
€370 Bn in funding provided to European companies 
and corporations since the outbreak of Covid 19, 
a significant proportion had come from corporate 
investors in the US. Equally, the experience of seeing 
some 55,000 of Barclays’ 85,000 employees switch 
to working from home had underscored the need for 
mobility in intellectual capital. 

Those comments resonated with William Russell, 
midway through a virtual trip seeing FinTech investors 
in the US from his desk in the City of London. He noted 
how the financial markets had been in much more 
resilient shape than in 2008 and there had been quick 
and effective international cooperation in response to 
Covid-related needs. Speaking online to VCs in the US 
he had learnt how they had been making investments 
virtually and for many, they were trading more 
effectively than before. The streets of the City were 
currently quiet, but only because so many had been 
able to work effectively from home.

Asked how best to strengthen trade and prevent a 
retreat into nationalism and protectionism, Robert 
Lighthizer remarked that nationalism was not 
necessarily a bad thing, but protectionism was a 
problem to be avoided. To that end he too called for 
‘genuine reform of the WTO’ to become a ‘functioning 
organisation’ with the means to ‘push back to large, 
non-market economies that distort the market’. 
In response Liz Truss flagged sovereignty as the 
central focus to restore in trade negotiations, where 
globalisation has been seen by many to be something 
‘done to their country’ rather than working in their 
interests. On digital commerce, she echoed Robert 
Lighthizer’s concern that countries with large, state-
owned companies should not be allowed to distort 
the market. The UK’s strategy had several elements: 
fostering new leadership at the WTO, establishing 
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alternative coalitions of the willing should the WTO 
prove unreformable and building a network of bilateral 
agreements such as with the US or Japan.

How important was the US-UK trading agreement and 
economic relationship? Robert Lighthizer responded 
that with some $1.2 Trillion already invested in the UK, 
two way trade flows in goods and services of around 
$270 Billion, much of the trade already duty free and 
some 1 million US and UK nationals living and working 
in each other’s country, the situation was already  
so good that ‘Secretary Truss and I probably couldn’t 
screw it up’. The wider importance was to cement  
this already strong relationship and the common 
systems behind it and to prevail over other state or  
non-market economies. Liz Truss agreed and had 

‘higher aspirations than not screwing this up’, saying 
there was so much more to be done, especially in 
establishing trading rules for newer sectors such as 
digital, fintech and MedTech. Where UK trade had for 
the last 45 years been heavily biased towards the EU, 
there was now an opportunity to revive some 10 free 
ports for Atlantic trade and the wider benefits would be 
felt in parts of the country that most needed to benefit 
from the government’s levelling up agenda through 
economic revival. Most importantly, our countries 
shared strong values as free market democracies and 
were being challenged by countries without the same 
transparency or democratic underpinning, so it was 
crucial for our like-minded countries to move the rules 
forward and mutually prosper.



Day 2: 21 October

The forum reconvened on Day 2 with a video message from NATO 
Secretary General Jens Stoltenberg, before the day’s first panel explored 
how the Transatlantic Alliance would continue to underpin NATO’s collective 
defence and deterrence amidst so much disruption.

UK Defence Secretary Ben Wallace then addressed the forum, touching on 
the forthcoming Integrated Review, before the next panel discussed how 
we build the next generation of defence fit for future forms of conflict and 
competition. Following keynote addresses on developments in the new 
defence domain of cyber space and the promise and perils of the digital 
age, the next panel appraised AI and its impact on the future of warfare. 
From there, the focus switched to how we could best collaborate to protect 
our interests in the other new defence domain of space.

In the closing sessions, a video-linked address from US National Security 
Advisor Robert O’Brien was then followed by a discussion between the US 
and UK’s respective Ambassadors on the enduring relationship driving the 
Atlantic Alliance. Lord Sedwill gave his closing remarks and the strategic 
partners present signed the Portsmouth Protocol. 

The 2020 Atlantic Future Forum then came to a close with a Sunset 
Ceremony from Her Majesty’s Royal Marines Band.
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Dame Sarah MacIntosh picked up on these threats 
and challenges by listing those which were raised at 
the NATO Leaders Meeting in December 2019. For 
the threats, top of the list was Russian aggression, 
followed by the persistent threat of terrorism, state and 
non-state actors challenging the rules-based system, 
instability beyond NATO’s borders and the cyber/
hybrid threat mentioned by Ambassador Hutchison. 
The wider challenges comprised of the emerging 
disruptive technology and the demand to understand 
its impact on our strategic stability and deterrence while 
maintaining an edge, along with the wider hybrid threats 
and need to increase our societies’ resilience to them. 
NATO’s Defence Ministers had asked for more work in 
addressing all these areas and would be meeting later 
that week to review progress. 

The defence and security relationship between the  
US and UK has provided the backbone of Euro-Atlantic 
security for decades, including through leadership of 
NATO. In an increasingly uncertain world with more 
complex challenges this panel explored how we 
strengthen and deepen the transatlantic relationship 
to meet the challenges of tomorrow and ensure our 
collective security and prosperity.

The panel consisted of Jeff Lewis, Chief Executive 
and Managing Director of Raytheon UK; David 
Armstrong MBE Ceng FIET FRAeS, Group Business 
Development Director, BAE Systems; Dame Sarah 
MacIntosh DCMG, Permanent Representative to the 
United Kingdom’s Delegation to NATO; Ambassador 
Kay Bailey Hutchison, The United States’ Permanent 
Representative to NATO.

Opening the session, Ambassador Hutchison was 
asked what she saw as NATO’s greatest threats. 
She responded by saying NATO faced the biggest 
challenges since the Cold War, with its adversaries 
acquiring more new and sophisticated weapons 
including missiles as well as threats arising in 
NATO’s new domain of space. Hybrid and cyber 
operations were being deployed against us all, and 
the sophistication of these threats required NATO’s 
adaptation to effectively deter so we would not have  
to defend ourselves in war. 

Expert Panel 4
The Transatlantic Alliance in Defense and Security 
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“We are seeing, in our transatlantic 
alliance, the biggest challenges that  

we have had since the cold war”  
- Ambassador Kay Bailey

“As Secretary General Stoltenberg said, 
NATO is not getting closer to China, but

China is getting closer to NATO”  
- Dame Sarah MacIntosh

China had also been appraised for the first time, with 
Secretary General Stoltenberg remarking that ‘NATO 
is not getting closer to China, but China is getting 
closer to NATO’. NATO’s changing agenda reflected a 
changing character of conflict that includes the hybrid 
threat, changes to the geography of wealth and power 
as well as the challenges of Covid, for which NATO’s 
responsibility was to ‘ensure a health crisis does not 
become a security crisis’. Related to this was the need 
for members to continue to invest in NATO, despite the 
competing economic challenges of dealing with Covid.

Raytheon UK’s Jeff Lewis remarked that only with 
effective collaboration would NATO’s members meet 
these challenges and noted how closely he worked 
with Raytheon’s US arm as they served their respective 
transatlantic allies. BAE’s Dave Armstrong described 
similar spanning of its allied clients’ needs. For him, the 
clarity the contractors needed was consensus on what 
the military need, speaking to the interchangeability 
agenda described by the First Sea Lord the day before. 
On the practicalities of servicing the defence sector, 
he asked for the US to trust the UK sector more in 
granting permission more readily for the UK to export 
US technology to its own clients. Asked whether the 
defence industry was sufficiently agile and innovative 
to meet the challenges described during the Forum, 
Jeff Lewis argued that the big defence companies 
should really be seen as a collection of small to medium 
enterprises, who in turn collaborated with external 
partners in academia and other industries such as 
Formula 1 to find ways to innovate.

Returning to NATO’s ability to keep meeting the 
challenges it faces, as it had through its previous 71 
years, Dame Sarah MacIntosh had four maxims for 
its continued success. Firstly, keep adapting, such as 
it had with adding the domain of space or facing new 
Russian missile threats; secondly, keep investing, 
noting that the European nations and Canada had 
already put plans in place to raise $400 Bn extra 
funding for 2016-24, despite the economic challenges 
of Covid; thirdly, keep together, under the shared 
protection and obligations of Article 5; and finally, 
keep the US and UK at the heart of NATO, bringing 
respectively the world’s largest and Europe’s largest 
defence budgets and all that they deliver to bear as the 
bedrock of the Alliance. 
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“There is and remains a role  
for the special relationship,  
for the Atlantic alliance and for 
the Western alliance – indeed 
the essential role – for shaping 
the 21st century if the world 
is to remain peaceful and 
prosperous. The world needs 
this alliance just as much as 
our two countries need it.” 

Lord Mark Sedwill KCMG FRGS, 
AFF Chairman 



The pandemic has demanded rapid mobilisation of 
conventional forces in unconventional roles. Reflecting 
on our response to the virus prompts questions on what 
constitutes full spectrum capability for our defence and 
security forces. As our adversaries make advances in 
cyberspace, AI and big data, this session explored the 
future of warfare, and how industry and military can 
work together to build the next generation of defence.
The panel consisted of Jeremy Fleming, Director, 
GCHQ; General Sir Patrick Sanders KCB CBE DSO 
ADC Gen, Commander, Strategic Command; Ben 
Hudson, Chief Technology Officer, BAE Systems; and 
Gus MacGregor-Millar, General Manager for Defense  
& Intelligence in Microsoft’s Worldwide Public Sector.

To open the session, Samira Ahmed asked Gen Patrick 
Sanders what constitutes full spectrum capability. 
Looking out across the next decade, he cited the 
need to deal with ‘above the threshold’ warfighting 
as covered by NATO’s Article 5 while also operating 
more effectively below that threshold. This linked with 
developing information age capabilities rather than 
just those of the industrial age, noting that while we 
currently have joint capabilities fit for industrial age 
warfare, we are not yet fit for information warfare. It also 
placed a premium on integration, across government, 
with partners and allies and across all five operational 
domains, including the new domains of space and 
cyber. We could also expect operations at home and 
away, with home operations certainly required in cyber 
and probably maritime and air. Developing greater 
resilience in the UK would require harnessing the 
full spectrum of society, as Sweden does, with ‘total 
defence’ being a national enterprise drawing on our 
reserves, industry and academia to be able to exploit  
a diversity of the best talent. 

Expert Panel 5
Building the Next Generation of Defense
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“If you were to characterise the British 
defence forces that we have today, you 

would describe them as joint and fit 
for industrial age warfare but not yet 

integrated and fit for information  
age warfare.”  

- General Patrick Sanders

“We need to have a different debate with 
our publics, with our government,  

our parliament but also between allies  
on how we use that data and what  

privacy really means today”  
- Jeremy Fleming

GCHQ Director Jeremy Fleming thought the nature of 
full spectrum capabilities depended on the threats you 
are trying to counter, adding some recent examples 
from the Covid pandemic. While core defence 
capabilities have been put to great use in dealing with 
Covid, we have also brought industrial and intelligence 
capabilities to bear on data, on defending our vaccine 

approach, putting a security wrapper around our health 
system and contesting cyber criminals and other 
states seeking advantage. As such it has spanned the 
physical, virtual and societal realms.

BAE’s Ben Hudson took us out to 2035 and beyond, 
identifying space, autonomy and high-speed weapons 
as the drivers of change in defence. Space was ‘the 
ultimate high ground’, overlooking all other domains, 
and the democratisation of space through technology 
and a vast reduction in launch costs would drive change 
across the spectrum. Autonomy, and the likely mix of 
manned and unmanned would transform conflict and 
raise ethical dilemmas for a rules-based battlefield. 
Lastly, high speed weapons were already a game-
changer. As he put it, ‘speed is the new stealth’. Putting 
these three elements together ‘creates opportunities 
for competitive advantage’ that BAE were working on. 
The key point for Microsoft’s Gus MacGregor-Millar was 
that our systems now had to be ‘integrated by design’. 
As we design, develop and deploy new systems it was 
crucial to think about digital integration from the start, 
rather than attempt to bolt it on afterwards, as tended  
to currently happen.

Asked what the next generation of defence looked 
like, Gen Sanders noted that the character and nature 
of conflict – ‘visceral, violent and about people and 
politics’ – would endure, but in terms of people, purpose 
and technology, there would be significant change. For 
people, there would be a wider range of tasks requiring 
wider skills and recruitment. Processes would need to 
meet the requirement to be competing all the time and 
use all levels of government to match or outpace the 
agility of our opponents. For technology, ‘it’s all about 
the data’, characterised by hyperconnectivity, a switch 
from hierarchical to ‘hive mind’ organisation, greater use 
of open source information and a more dispersed and 
disaggregated defensive profile in order to mass effects 
but not platforms. 

The need for wider skills and the ‘total defence’ 
approach where, as Jeremy Fleming noted ‘we are 
increasingly using resilience in the same breath as 
defence’, raised new challenges that all the panel spoke 
to. The most significant was trust. Gen Sanders noted 
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“We must engage business to harness 
cyber talent for future”  

- Jeremy Fleming

that Eisenhower’s warnings about the military-industrial 
complex ‘cast a long shadow’. In seeking to work with 
the best tech companies, we needed to address a 
culture of suspicion towards the defence sector, earn 
our licence to operate and be good partners. Jeremy 
Fleming agreed, citing the need to develop ecosystems 
that bridged into academia, start-ups, venture capital 
and business, achieve better diversity – both cerebral 
and ethnic or cultural – in our own recruitment and 
initiate a debate with society as whole on how we  
need to treat data and privacy in order to maintain  
our resilience.

Asked about GCHQ’s recent acknowledgement about 
conducting ‘offensive cyber’ operations against ISIS, 
he placed it in the context of an overall ‘cyber power’ 
doctrine announced previously and designed as a 
deterrent and for defensive effect. Our capabilities could 

‘defend the cyber homeland’ and contest, compete  
and occasionally disrupt those threatening our interests. 
They were conducted in accordance with international 
law and there were ‘very few big red buttons’ to push. 

All the panel noted the need to be what Ben Hudson 
called ‘cyber-hardened’ across our defence systems 
and national infrastructure, given the constant  
cyber-attacks by other states. In order to have deterrent 
effect, Gen Sanders noted, you have to be ‘actively 
engaged’ in cyber and both ‘have and show’ the ability 
to counter and do harm to adversaries.
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“The UK has always been 
central to the success of our 
NATO alliance and few things 
demonstrate this more clearly 
than this magnificent new 
carrier, HMS Queen Elizabeth” 

Jens Stoltenberg, Secretary 
General, NATO



AI is already transforming many areas within the private 
sector, but its enormous disruptive potential doesn’t 
stop there. AI will have a major impact on existing 
capabilities such as cyber defence, defence logistics, 
and defence technologies. This panel looked at how we 
best use AI to revolutionise the way we make decisions, 
harness intelligence and data, and defend against 
future threats.

The panel consisted of Mike Sewart, Chief Technology 
Officer, QinetiQ; Alan Varco, Director Strategy – 
Electronics UK, Leonardo; Dr. Neta Ezer, Senior 
Manager of Strategic Planning Northrop Grumman, 
Corporate; Nabil Lodey, CEO, Envitia; and Paul 
Gosling, Chief Technology Officer, Thales UK.

Opening the session, Dr Ezer from Northrop Grumman 
explained the type of AI systems already having impact 
in the battlespace, which were generally in the  
sub-field of machine learning, increasing our capacity  
to reason, organise, communicate and control our 
assets. These systems were still nearly all applying 
narrow AI by achieving specific tasks, but those 
applying more general intelligence were coming. Their 
use today was generally either augmenting existing 
systems and increasing our speed of response or 
providing the capability to develop new systems such 
as swarming, autonomous vehicles or intelligent 
communications systems.

Asked how best to use AI, Nabil Lodey was another 
panellist to say ‘it’s all about the data’. By this he meant 
‘changing the way we look at data’, looking beyond 
software and IT scoping to identify the problem space 
and the data requirements when designing systems. AI 
can already assimilate and make predictive decisions 
better than any human and we were rapidly progressing 
through augmented decision making towards full 
autonomy and ‘systems of systems of algorithms’. The 
biggest challenge was cultural change in getting the 
data right.

Deliberative Session 3
Artificial Intelligence and the Future of Warfare

Mike Sewart agreed, citing the need to demystify AI 
in order to achieve mission-led innovation that would 
add value on the battlefield. To achieve this, changing 
ways of working and behaviours was as important as 
the technology. Paul Gosling’s experience in sonar 
systems also saw much of the work needing to focus on 
the human operators. Already, he saw them frequently 
overloaded with military data, as opposed to actionable 
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“It’s not just a move from hardware  
to software, it’s now all about data”  

- Nabil Lodey

“Technology is there to enable, but  
we need to be focused on the mission  

in hand”  
- Mike Stewart

information. As we moved towards more autonomous 
systems, we still needed to be able to explain AI 
decision making, ensure we trusted it and ensure that 
human operators were prepared to challenge it. For 
Alan Varco, something as often ill-defined as AI still 
attracted hype, and we needed to ‘recognise utility 
and debunk the hype’, especially regarding general 
intelligence or singularity, which was still some way  
off. AI might win at chess, ‘but we’re not in the  
gaming industry’.

However, the links between the defence and other 
sectors developing technology remained crucial. A 
key change had been who was in the lead. It used 
to be defence, and Neta Ezer recalled how DARPA’s 
driverless car challenge back 2004 had kick started 
that technology in the automotive industry as well as 
the defence sector. Now, the various arms of the tech 
sector were in the lead. Inevitably so, noted Alan Varco 
and Paul Gosling, given the military’s need to operate 
at a different standard and within the peculiarities of the 
military context.

For Mike Stewart, this enduring need for collaboration 
and a ‘battle for the talents’ now prompted new 
challenges in accessing that talent. The best engineers 
might well prefer to go work in, say, the automotive 
sector or financial services, so we needed to keep 
thinking about how to take relevant technology from 
elsewhere, which included considering ‘the psychology 
of collaboration’. Nabil Lodey agreed. As with the US 
Navy’s tech bridges, the defence industry needed to 
maintain its own bridges.

How can we avoid AI becoming a threat multiplier? Mike 
Sewart referred to an emerging field of ‘explainable 
AI’, where in developing AI we needed to provide 
interfaces to illustrate the decision-making logic that the 
machine has computed to come up with the outcome. 
Building that trust brought us back to the data, said 
Nabil Lodey. Just as humans can make bad decisions 
due to bad or missing data, so it is with machines, 
so the ‘data lineage’ was critical. All AI systems are 
trained, added Alan Varco, so there is a crucial need to 
avoid building in biases, not least to avoid a nightmare 
scenario of two systems with competing biases rapidly 
escalating to disastrous effect. In making AI systems 
safe and secure, Paul Gosling noted the value of ‘digital 
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twinning’, where massive simulations of AI systems 
working with or against each other are run first virtually, 
before being sanctioned for use in the real world.

“We are in a situation where military 
operators are overloaded with data, but  

not necessarily the essential information”  
- Paul Gosling

There were plenty of questions from the audience on 
the likely future use of AI, whether in offensive action or 
the wider marshalling of resources.  Nabil Lodey noted 
that a transition to thinking first about outcomes would 

see those systems of systems working across the full 
spectrum of operations. Mike Sewart cautioned that 
‘you can’t boil the ocean’. There was so much that the 
technology could do, but you couldn’t do everything at 
the same time, so you needed to focus on the priority 
missions. Alan Varco noted that a recent DARPA Alpha 
Dogfight challenge, where a 30-man team developed 
an AI pilot to take on a real jet pilot in simulated 
dogfights saw the machine win 5-0, so the potential was 
clear. However, he noted that the nearer term wins from 
AI are probably more about the back-room tasks among 
supply and maintenance. To field more assets through 
smarter management would be ‘a tremendous force 
multiplier, now’.



In this session, a panel of experts explored the 
possibilities and policy implications of a future in which 
space technology will play an ever more important 
role. From its contribution to cyber security and the 
protection of our critical national infrastructure, to 
our future prosperity and influence in the world, the 
opportunities are significant and the regulations and 
structures necessary to make the most of them are 
complex. Our experts explored how we can best seize 
the opportunities together.

The panel consisted of Lt General William J Liquori, 
Deputy Chief of Space Operations, Strategy, Plans, 
Programs, Requirements, and Analysis, United 
States Space Force; Christina Riley, Vice President of 
Commercial, PNT Satellites Inc.; Nik Smith, Regional 
Director UK and Europe, Lockheed Martin Space; Ian 
Annett, Deputy CEO for Project Delivery, UK Space 
Agency; Commodore Jules Ball, Head of Space 
Capability, Space Directorate, Ministry of Defence; and 
David Williams, Executive Chairman, Arqit.

This session began with a short brief by Lockheed 
Martin’s Nik Smith on the space probe Osiris Rex’s 
successful interception of Asteroid Bennu the day 
before, after a 4-year journey, to collect samples from 
the surface, which whetted the collective appetite for  
a deep dive into space.

Deliberative Session 4
A space-enabled Future

Asked to comment on the future security challenges 
for space, Air Commodore Jules Ball noted the security 
and defence requirements existing right now, given our 
economies’ reliance on our satellite systems already 
operating in space. He gave the analogy that we 
wouldn’t dream of putting HMS Queen Elizabeth to 
sea without knowing that we had the surveillance and 
command and control systems in place to protect her. 
The same logic applied to protecting our space assets. 
The UK and US have been rapidly establishing force 
structures to provide defence in the new domain of 
space and Lt Gen William Liquori outlined the rapid and 
streamlined establishment of the US Space Force to 
that end.
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“We wouldn’t dream of setting the Queen 
Elizabeth to sea without being able  
to protect and defend it. Why would  

I not wish to use the same methodology  
to protect and defend our space assets 

today and, in the future”  
- Commodore Jules Ball

“The only way we are going to generate 
dominance in space is by collaborating 

at a five eyes level and by getting the fast 
pace innovation of private companies into 

defence space as soon as possible”  
- David Williams

With space becoming an increasing contested domain, 
how could security and deterrence from malign actions 
be best established? Each stressed the role of allies 
and relationships, both informal between individuals 
such as those on the panel and formally through the 
Combined Space Operations Forum operated by the 
5 Eyes allies along with France and Germany, which 
facilitates coordinated development of policy, operations 
and capability development. The UK was also the first 
ally to sign up to the US’s Operation Olympic Defender.

Ian Annett then explained what mechanisms were  
in place, or needed to be in place, to assure security 
and stability in space. With space becoming more 
contested and congested, the 1967 ‘Global Common 
for the Peace of all Mankind’ needed to be updated. 
The UK had updated its 1986 Space Act with the 2018 
Space Industry Act and more legislation was coming 
to address the growing proliferation of satellites. Some 
400 Low Earth Orbit (LEO) satellites were launched 
last year and more still would follow, as launch costs 
dropped and more venture capital and entrepreneurs 
came into the domain. The UK was ‘a good place for 
regulations’ with its stable legal framework, making it 
well placed to establish new international standards  
and attract international partners. 

While explaining the resilience and performance 
benefits of LEO systems such as those produced  
by her firm, Christina Riley outlined the vulnerabilities 
of much of the existing space infrastructure, especially 
to ‘spoofing’, the disruption of crucial time and location 
information on which our telecoms, ICT and navigation 
systems rely on. Chaos would ensue and billions 
would be lost by just one day’s outage through such 
an attack. Arqit CEO David Williams elaborated from 
his perspective in developing quantum cryptography 
defences for space. Threats were developing at pace, 
and the defence sector needed to partner with the 
private sector to innovate at what Gen Jim Matthis has 
called ‘the speed of relevance’. ‘Whoever generates 
dominance in space, wins’ he added, and with China 
already having made claims that it could crack the 
encryption of the GPS system, this was a ‘this  
decade threat’.
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To Nik Smith, space always had been a place for 
collaboration, both international and public/private, 
and all partners had a common interest in maintaining 
sustainability and security in space. Lt Gen Liquori 
concurred, pointing to the Commercial Integration 
Cell established within Space Force and the fact their 
‘domain awareness’ relied on existing commercial 
systems for so much of its data. In turn, Air Commodore 
Ball noted that there is much more dual use capacity 
in the space domain than elsewhere in defence: a 
satellite has a much wider range of military and civilian 
uses than a fast jet. Ian Annett put some figures on the 
wider economic value of the space sector – some £15 
Billion to the UK’s economy and $366 Billion globally, 
estimated to rise to $2 Trillion by 2030 - while Nik Smith 
added that 100% of the UN’s Sustainable Development 
Goals and around 50% of climate change metrics rely 
on measurement from space. In short, security and 
stability on earth relies on the same in space.

“All of us would prefer that conflict doesn’t 
enter the domain, but don’t assume, 

prepare. The only thing worse than a war  
in space is losing a war in space”  

- Lt General William J Liquori

Turning to the prospect of any kinetic action in 
space, Commodore Jules Ball explained how any 
such event, such as an Ant-Satellite (ASAT) missile 
test could produce significant secondary damage by 
producing orbiting debris and further ‘conjunctions’, as 
space collisions are known. Asked about what ASAT 
capabilities the UK and its allies are developing he 
would only acknowledge that they are looking at the full 
range of capabilities. 

Amidst all the talk of proliferation and contested 
activity, was there a sense that space was becoming 
like the Wild West? Ian Annett noted that of the 
9 nations that can currently launch, all bar North 
Korea have regulatory processes and observe UN 
agreements. Use of ASAT weapons remains banned 
under those UN conventions. The best overall 
approach was to ‘call out bad behaviour and establish 
good behaviour’, while establishing strong, flexible 
regulatory frameworks. David Williams concurred, 
praising the UK government’s lead and noting that 
‘even the government of Iran follows the rules’. As ever, 
deterrence also had its part. Lt Gen Liquori remarked, 
‘All of us would prefer that conflict doesn’t enter the 
domain, but don’t assume, prepare. The only thing 
worse than a war in space is losing a war in space’.
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The Atlantic Future Forum is the annual defence, 
security, technology and trade summit between the 
United Kingdom and United States of America. It is 
hosted by the UK Government, and supported by  
the Cabinet Office, Ministry of Defence, Department  
for International Trade, Foreign, Commonwealth  
& Development Office and the British Embassy  
in Washington D.C.

With strong partnership and collaboration from private 
sector companies, the forum brings together political, 
military, business, and technology leaders with some 
of the brightest minds and high-level decision takers. 
It was first convened in 2018 and is hosted annually 
on the Royal Navy aircraft carrier HMS QUEEN 
ELIZABETH. The AFF draws inspiration from the 
Atlantic Charter of 1941, when Winston Churchill  
and US President Franklin D. Roosevelt met on HMS 
PRINCE OF WALES, to reimagine the transatlantic 
community, deepen alliances and to help shape the 
post-World War order. 

The Atlantic Future Forum is chaired by Lord Mark 
Sedwill and the director is Stephen Watson. This year 
it was hosted by First Sea Lord, Admiral Tony Radakin 
and Captain Angus Essenhigh in Portsmouth. The 
forum would not have been possible without the support  
of the following companies:
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“Our global economy floats on seawater” 

Admiral Michael Gilday, Chief of Naval
Operations, US Navy
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